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GLOSSARY 

AI – Artificial Intelligence. 

API – Application Programming Interface. 

B2B – Business-to-Business. 

CRM – Customer Relationship Management. 

DDoS – Distributed Denial-of-Service. 

DeFi – Decentralized Finance. 

DLT – Distributed Ledger Technology. 

DORA - Digital Operational Resilience Act. 

EU – European Union. 

GDPR – General Data Protection Regulation. 

HFT – High Frequency Trading. 

IoT – Internet of Things. 

IMF – International Monetary Fund. 

IT – Information Technology. 

LSTM – Long Short-Term Memory. 

MiCA – Markets in Crypto-Assets Regulation. 

ML – Machine Learning. 

OCR – Optical Character Recognition. 

PSD2 – Second Payment Services Directive 

PSD3 – Third Payment Services Directive 

QML – Quantum Machine Learning. 

RPA – Robotic Process Automation. 
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ABSTRACT 

This study examines the evolving role of emergent technologies, including Artificial 

Intelligence, Machine Learning, Blockchain, Cloud Computing, IoT, and Quantum 

Computing, within the financial sector. As financial institutions adopt and integrate new 

technological innovations, they have been led to changes, such as Decentralized Finance, 

Algorithmic Trading, and Real-Time Regulatory Compliance. This research explores the 

applications, synergies, challenges, implications, and risks of these technologies as they 

alter more traditional financial operations. While most of the current applications are 

known and well documented, their future evolution still is unknown, therefore this study 

explores the possible implications of technology adoption, regulatory frameworks, and 

ethical considerations. Through a qualitative analysis integrating expert insights and 

secondary data, this study provides a perspective on the trajectory of these innovations 

and both the current and future possible impacts on the financial sector.  Findings indicate 

that emerging technologies promise to improve operational efficiency, security, and 

customer service, while also enabling new financial models and greater inclusion. 

However, they also present some important challenges related to data privacy, 

cybersecurity, workforce adaptation, and regulatory compliance. This study highlights 

the necessity for proactive, flexible regulatory frameworks and continuous technological 

management so as to balance innovation with regulatory management. Ultimately, the 

successful evolution of financial technologies will depend on coordinated efforts between 

institutions, regulators, and stakeholders to bring opportunities while mitigating potential 

downsides. 

 

 

KEYWORDS: Emerging Technologies; Financial Sector; Regulation; Technological 

Change. 
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1. Introduction 

The financial sector has continuously adopted the improvement of technology so as 

to enhance efficiency, security, engagement and relation with customers. In more recent 

years, once again, emerging technologies continue to change the way the financial sector 

operates, by optimizing traditional processes like fraud detection, risk management, and 

transaction processing, but also enabling transformative shifts, such as DeFi, algorithmic 

trading, and real-time regulatory compliance. 

While current applications of these technologies are increasingly well-documented, 

the trajectory of their integration, especially in the short to medium term, remains mostly 

uncertain. This thesis tries to address that gap by combining expert insights with academic 

literature to explore both the present use and near-future potential of emerging 

technologies in the financial sector. Contributing to the understanding of how these 

technologies are likely to influence financial operations, regulatory dynamics, and 

strategic decision-making in the short to medium term. Therefore, the core research 

questions guiding this thesis are: 

Question 1: Currently, what are the main emerging technologies being applied in the 

financial sector, where are they being applied, and what implications do they bring? 

Question 2: How will emerging technologies influence the financial sector in the 

short and medium term? 

Question 3: What are the potential regulatory challenges created by the expected 

evolution of emerging technologies in the financial sector? 

This dissertation begins by explaining the methodology employed to gather and 

analyze data, detailing the approaches used to ensure the reliability and validity of the 

answers. This is followed by a review of existing literature on the financial sector, 

emerging technologies, and some regulation within the financial sector, providing a 

foundation for understanding the current environment and to later support or contradict 

the findings from the gathered results. The findings from the interviews are presented and 

then are subsequently discussed in relation to the current literature. Finally, the thesis 

concludes with a summary of the main contributions, reflections on the implications of 

the findings, and suggestions for future research directions. 
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2. Literature Review 

2.1 Definition of the financial sector 

According to the World Bank Group, the financial sector consists of institutions, 

instruments, markets, and legal and regulatory frameworks that help with transactions by 

granting credit. The development of the financial sector focuses on minimizing costs 

associated with acquiring information, enforcing contracts, and executing transactions. 

This process has led to the creation of financial contracts, markets, and intermediaries, 

shaped by varying combinations of costs and legal, regulatory, and tax systems across 

countries and historical periods. 

The financial sector has five main functions: the creation of information regarding 

potential investments and allocation of capital; to oversee investments and to enforce 

corporate governance after the provision of finance; enable trading, diversification, and 

management of risk; mobilize and aggregate savings; and simplify the exchange of goods 

and services. (World Bank, n.d.-a) 

 

2.2 Decomposition of the financial sector 

Credit institutions 

According to Banco de Portugal, credit institutions are comprised of banks, saving 

banks, mutual agricultural credit banks, central mutual agricultural credit banks, credit 

financial institutions, and mortgage credit institutions. (Banco de Portugal, n.d) 

Banks are authorized to accept deposits or other repayable funds and engage in 

lending, including guarantees, financial leasing, and factoring. They offer payment 

services and trade in various financial instruments, including money market and foreign 

exchange instruments, financial futures, options, exchange and interest rate instruments, 

goods, and transferable securities. Banks also participate in securities issuance, provide 

advisory services on corporate strategy, and facilitate mergers and acquisitions. 

Additional activities include portfolio management, insurance mediation, credit reference 

services, safe custody services, and dealings in precious metals and stones. They may 

issue electronic currency, manage movable property leasing, and conduct other legal 

financial operations. Savings banks focus on accepting deposits and granting loans 



   

 

3 
 

secured by pledges or mortgages. They provide services such as cash transfers, rental of 

safes, real estate administration, and collection services. Additional operations are subject 

to authorization by the Central Bank. Mutual agricultural credit banks and the Central 

Mutual Agricultural Credit Bank accept deposits and offer agricultural credit to their 

members. Their services include safe custody, real estate management, insurance 

mediation, and credit referencing. They handle payments, securities placements 

excluding public subscriptions, and currency exchange. Other operations may be carried 

out with Central Bank approval. Credit financial institutions are permitted to engage in 

the same activities that banks are allowed to do, except the acceptance of deposits. 

Mortgage credit institutions specialize in granting, acquiring, and selling mortgage-

backed credits on immovable property to issue mortgage bonds. They also manage credits 

involving central, regional, or local governments of European Union Member States, 

provided these are backed by legally binding guarantees, for the purpose of issuing public 

sector bonds. (Banco de Portugal, n.d.) 

 

Financial Companies 

Financial companies can be divided into investment firms and financial institutions 

with the exception of holding companies subject to the supervision of Central Banks. 

(Banco de Portugal, n.d.) 

Investment firms can be categorized into dealers, brokers, wealth management 

companies, and foreign-exchange or money-market mediating companies. Dealers 

manage transactions involving financial instruments, including the receipt, transmission, 

and execution of orders on behalf of third parties. They oversee portfolio management, 

participate in public distribution offers, and provide investment consultancy. Their 

services extend to granting credit or securities loans for transactions, advising on capital 

structure and mergers, and assisting with public offerings of securities. Dealers also 

handle foreign exchange services and offer safe-deposit boxes tied to investment services.  

Brokers engage in similar activities, such as handling orders for financial instruments and 

managing third-party portfolios. However, their role in public offers excludes 

underwriting. They also provide securities registration, deposit services, and investment 

advice. Wealth management companies focus on managing third-party portfolios and 

offering specialized investment consultancy. Foreign-exchange or money-market  
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mediating companies facilitate money and foreign exchange market transactions while 

providing related services. (Banco de Portugal, n.d.) 

Financial institutions include credit financial institution, financial leasing company, 

factoring company, mutual guarantee company, exchange offices, credit securitization, 

microcredit financial companies, real estate investment fund management companies, and 

securities investment fund management companies. Credit financial institutions conduct 

bank-like operations but do not accept deposits or provide payment services or electronic 

money issuance. Financial leasing companies specialize in leasing and may manage, or 

lease returned assets or other movable property. Factoring companies acquire short-term 

credits tied to the sale of goods or services in domestic and international markets. Mutual 

guarantee companies focus on financial operations and services to support small and 

medium-sized enterprises, micro-enterprises, students, and researchers. Regional 

development companies promote economic and social growth by funding investment 

projects and providing long-term credit to companies and independent professionals.  

Exchange offices handle foreign currency exchange, including purchasing gold, silver, 

and numismatic coins, while potentially acting as agents for payment or electronic money 

institutions. Credit securitization fund management companies facilitate the securitization 

of credit by acquiring, managing, and issuing securitized debentures to pay acquired 

credits. Microcredit financial companies extend small-value loans to individuals and 

entities initiating economic activities and offer advice and project monitoring. Real estate 

investment fund management companies manage real estate investment funds, provide 

consultancy for real estate investments, and handle real estate asset management on behalf 

of others. Securities investment fund management companies oversee collective 

investment schemes as per the legal framework, ensuring adherence to regulatory 

guidelines for portfolio management and fund operations. (Banco de Portugal, n.d.) 

 

Payment institutions 

Payment institutions are authorized entities responsible for providing and executing 

payment services. These services include enabling the placement and withdrawal of cash 

from payment accounts, along with all necessary operations to manage such accounts; 

facilitating the execution of payment transactions, such as fund transfers, direct debits, 

and transactions carried out using payment cards or similar devices;  issuing and acquiring 



   

 

5 
 

payment instruments; conducting money remittance services; and executing payment 

transactions initiated via telecommunication, digital, or IT devices. (Banco de Portugal, 

n.d.) 

 

Electronic money institutions 

Electronic money institutions are legal entities authorized to issue electronic money. 

In addition to issuing electronic money, these institutions are allowed to provide payment 

services and grant credit related to specific payment services. They are also allowed to 

offer operational services and related ancillary services, such as providing guarantees for 

payment transactions, foreign exchange services, and services concerning the safekeeping, 

storage, and processing of data. These institutions may operate payment systems and 

engage in professional activities beyond the issuance of electronic money, in compliance 

with the applicable requirements for such activities. (Banco de Portugal, n.d.) 

 

Insurance firms 

According to the European Central Bank, insurance firms are financial intermediaries 

which provide direct insurance or reinsurance services, contributing to financial 

protection against risks and threats. Under an insurance policy, insurance firms agree to 

compensate policyholders for losses caused by predefined events in exchange for a fee or 

a premium. These firms have the role of facilitating savings by investing the collected 

premiums and allow risk pooling by distributing the losses among the policyholders. 

(European Central Bank, n.d.; Zee, 2004) 

Insurance companies can be categorized into three main types: life insurance, general 

insurance, and reinsurance. Life insurance deals with risks related to an individual’s life, 

providing services such as life insurance, whole life insurance, and annuities. General 

insurance deals with all risks except risks related to life. Reinsurance is a transaction 

between two insurers in which one insurer purchases coverage from another to share or 

transfer part or all the risks it does not want to retain in full. (Zee, 2004) 

Insurers that provide life and/or general insurance generally fall into one of two 

categories, mutual insurers or proprietary insurers. Mutual insurers are owned by 

policyholders, who are the bearers of savings and residual risks. Meanwhile proprietary 
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insurers are owned by shareholders, in this case the owners bear the residual risks and 

sometimes the saving risks, and the policyholders may bear the saving risks. These 

companies are subject to strict regulations designed to ensure their solvency and protect 

the interests of their policyholders. (Zee, 2004) 

 

Capital Markets 

Capital markets are financial markets that facilitate the trading of financial assets such 

as stocks, bonds, and other securities. They allow businesses to raise long-term funds by 

offering market securities through both debt and equity. This allows companies to secure 

the financial capital necessary for growth, innovation, and job creation. Through capital 

markets, businesses can sell stocks, offering partial ownership to investors, or issue bonds, 

which are loans that must be repaid with interest. These markets are important for 

reducing the costs and risks associated with raising capital, thereby strengthening the 

economy by providing businesses with efficient access to funding. (International Finance 

Corporation, n.d.; Federal Reserve Bank of St. Louis, 2017) 

 

Nonbanking Financial Institutions 

A non-banking financial institution is a financial entity that does not hold a full 

banking license and cannot accept deposits from the public. These institutions provide 

financial services that banks do not typically offer, including investment services, 

financial consulting, brokering, money transmission, and check cashing. Non-banking 

financial institutions provide an alternative source of consumer credit, operating 

alongside licensed banks. Some examples of nonbanking financial institutions include 

insurance companies, contractual savings institutions, venture capitalists, market makers, 

specialized sectoral financiers, currency exchanges, microloan organizations, and pawn 

shops. (World Bank, n.d.-b) 

While nonbanking financial institutions complement banks by offering alternative 

financial services, they also introduce competition and can specialize in particular sectors. 

However, in countries with weak regulatory frameworks, nonbanking financial 

institutions, particularly those within the shadow banking system, can create threats to the 

financial stability by operating with less management. (World Bank, n.d.-b) 
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Financial Regulatory Authorities 

A Financial Regulatory Authority is an entity responsible for supervising and 

enforcing the rules and laws that govern financial institutions and markets. These 

institutions, such as banks, insurance companies, and asset managers, must adhere to 

these regulations to ensure stability and protect consumers. The role of such authorities 

extends beyond rule-setting; they are also responsible for ongoing supervision to ensure 

compliance. Financial regulatory authorities can also take enforcement actions when 

firms fail to comply with the rules, including issuing fines or initiating proceedings. 

Furthermore, they play an important role in managing financial institutions' resolution, 

which involves minimizing harm to the economy when a financial institution faces failure. 

(Central Bank of Ireland, n.d.-a) 

 

Fintech 

FinTech refers to the use of technology to deliver financial services and products to 

consumers. It includes a variety of areas within finance, including banking, insurance, 

and investing. FinTech allows consumers to access financial services more easily and 

quickly, often via the internet. FinTech products tend to be more accessible, providing 

consumers with a greater choice of services and products, since FinTech companies may 

not rely on traditional infrastructures like branch networks, they can offer more 

competitive prices. Technology also allows these companies to collect and store vast 

amounts of data, helping to create personalized services for consumers. However, the 

appearance of new business models in FinTech might lead to some challenges, as 

consumers may find it difficult to assess which companies are regulated and understand 

their rights if issues arise. Additionally, while FinTech increases accessibility for many, 

it could exclude those who are not familiar with digital tools, such as the internet or 

mobile devices, leaving them at a disadvantage. (Central Bank of Ireland, n.d.-b) 

 

Ancillary Services 

According to the EU law, financial ancillary services can be described as activities 

that are closely related to the core functions of banking but are not the primary banking 
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activities themselves. These services can be provided either to other entities within a 

corporate group or to external clients. Some of the most common ancillary services 

include operational leasing, the management or ownership of property, and the provision 

of data processing services. Additionally, the European Banking Authority may identify 

other activities that are similar to those listed and classify them as ancillary services to 

banking. (EUR-Lex, 2024) 

 

2.3 Emerging technologies 

To help better understand the subject, this thesis initially focuses mostly on six 

emerging technologies: Artificial Intelligence, Machine Learning, Internet of Things, 

Blockchain, Quantum Computing, and Cloud Computing. These technologies were 

selected due to their frequent mention in peer-reviewed articles and due to their 

recognition in the financial sector as some of the most influential and/or widely 

implemented technologies within the financial sector (Thompsett, 2025; Beau, 2024). 

While many technologies are impacting finance, these six stand out because of their 

versatility across various applications, their scalability, and their significant potential to 

transform the industry. Scientific reports consistently highlight these technologies as 

some of the main factors of financial innovation. Additionally, experts often identify AI, 

Quantum Computing, and Cloud Computing as foundational technologies expected to 

redefine fintech business models in the coming years (Marr, 2024; Fong et al., 2021). 

Collectively, these technologies support a broad spectrum of financial advancements. AI 

and ML enable sophisticated data analytics, the Internet of Things facilitates real-time 

connectivity, Cloud Computing provides flexible and scalable infrastructure, Blockchain 

ensures improved transparency and security, and Quantum Computing promises to 

deliver more powerful computational power (Beau, 2024; Fong et al., 2021). 

After the initial analysis, additional technologies were included in the literature 

review based on patterns that emerged from the results. These included Neurocomputing, 

APIs, and RPA, which were not part of the original focus but became relevant due to their 

recurring presence and potential impact shown in the data. 
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2.3.1 Artificial Intelligence 

According to Deloitte, artificial intelligence can be described as the capability of 

computer systems to perform tasks that would usually require human intelligence. These 

systems should be able to reproduce tasks that may include but are not limited to visual 

perception, speech recognition, pattern recognition, prediction, recommendation, learning, 

and/or language translation. However, it is important to highlight that the set of tasks 

considered to require human intelligence will evolve over time as new technologies are 

developed and adopted (Schatsky, Muraskin & Gurumurthy, 2014). 

AI algorithms are increasingly being utilized for fraud detection in the financial sector. 

These systems analyze vast volumes of transactional data in real-time to identify irregular 

patterns and potentially fraudulent activities. With ML techniques, AI systems can 

continuously learn from new data, improving their ability to detect and prevent fraud 

more effectively over time (Jain, 2023; Manikandan et al., 2024). 

AI became essential in assessing the credit score of individuals and businesses. By 

utilizing ML, these models analyze a wide range of variables and data, leading to the 

creation of more accurate and fair assessments of risk. Unlike traditional methods, AI 

considers broader parameters, including behavioral and contextual data, enabling 

financial institutions to make better-informed lending decisions and expand access to 

credit (Jain, 2023; Manikandan et al., 2024). 

It is also being applied in AI-powered virtual assistants, such as chatbots, which have 

transformed customer service and experience in the financial sector. These systems 

provide personalized and efficient support to customers by addressing queries, resolving 

issues, and offering recommendations. With 24/7 service and the ability to handle 

multiple interactions simultaneously, AI customer service tools improve the overall 

customer experience by reducing wait times and lowering operational costs (Jain, 2023; 

Manikandan et al., 2024). 

Investment management is another area where AI is making a good impact. By 

analyzing great amounts of data, news, and historical patterns, AI systems are used for 

portfolio management, risk assessment, and developing trading strategies. Its ability to 

process real-time data and predict trends has improved investment performance and risk 

mitigation, making it a formidable tool for financial institutions and individual investors 

(Manikandan et al., 2024). 
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The adoption of AI in menial tasks has resulted in significant cost savings. 

Automating tasks reduces the need for extensive human intervention, lowering general 

costs. AI also enhances risk management, minimizing the likelihood of financial losses. 

These cost efficiencies enable financial institutions to offer competitive pricing and 

allows them a better allocation of resources (Jain, 2023; Manikandan et al., 2024). 

While AI offers immense benefits, it also presents challenges that must be addressed. 

One major concern is data privacy and security. Financial institutions handle large 

volumes of sensitive customer data, necessitating robust security measures to prevent 

breaches and comply with data protection regulations. Encryption, secure storage, and 

compliance with privacy laws are critical to safeguarding customer information 

(Manikandan et al., 2024). 

Other challenges that AI brings are ethical challenges. AI can inadvertently perpetuate 

biases present in data, leading to discriminatory outcomes. As such, regular monitoring, 

evaluation, and adjustment of AI models are essential to ensure fairness and avoid biased 

results. Also, financial institutions must ensure transparency in AI decisions and 

accountability for automated outcomes. Establishing ethical frameworks and guidelines 

is necessary to manage the responsible development and deployment of AI (Manikandan 

et al., 2024). 

As such, the EU has created the AI act which applies a risk-based framework that 

categorizes AI applications into different risk levels. Currently the AI act has determined 

that the applications to be considered as high-risk applications are the ones considered to 

significantly impact people's rights and safety, in the financial sector some of the better-

known cases are in but not limited to credit scoring, loan approval, fraud detection, 

insurance claims processing, algorithmic trading and market analysis, and others 

(European Union, n.d.). 

Still, AI’s potential is far from over. Innovations, such as improved ML models and 

the appearance of quantum computing, brings new possibilities, from enhanced predictive 

analytics to faster, more secure transaction processing. However, these advancements will 

also introduce new complexities, particularly in data privacy and regulatory oversight. To 

be able to accompany the evolution of AI financial institutions must adopt flexible 

strategies, that ensure responsible AI integration that maximizes benefits while 

minimizing risks (Manikandan et al., 2024; European Union, n.d.). 
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Expected Evolution 

AI adoption has become widespread across industries, with approximately 90% of 

institutions integrating AI technologies and planning to increase investments. Despite this, 

many organizations remain in early stages of implementation and lack substantial 

generative AI expertise. Nevertheless, 72% of executives intend to boost AI-related 

spending, and 69% expect AI to significantly enhance productivity (Moscetti & Bali, 

2025). 

Within the financial sector, institutions prioritize AI applications that optimize 

internal operations, enhance customer service, and combat financial crime, which are 

areas anticipated to deliver the most significant benefits over the next three years. 

Generative AI, especially large language models delivered via cloud platforms, are the 

main reasons for this growth. These technologies improve operational efficiency by 

automating tasks such as code generation and information retrieval. Additionally, AI-

powered analytics help firms better understand customer preferences, such as predicting 

preferred payment methods, thereby improving customer interactions (Bank of England, 

2025). 

In financial services, AI use is expanding beyond process optimization into 

specialized domains. Lenders are utilizing AI to incorporate diverse data sources, 

increasing credit access for small and medium-sized enterprises, and promoting financial 

inclusion. Credit risk management, though nascent in AI adoption, increasingly employs 

techniques such as gradient boosting decision trees for pre-screening and pricing 

decisions. Insurance companies widely use AI models for underwriting and pricing, and 

emerging technologies like telematics facilitate personalized insurance products and 

enhanced risk management (Bank of England, 2025). 

Financial markets are also using AI to optimize trading strategies. While fully 

autonomous AI trading systems remain uncommon, ongoing innovation points toward 

their future adoption. Investment managers utilize generative AI to analyze alternative 

data sources, including social media trends, to gain insights that enhance investment 

strategies and market efficiency (Bank of England, 2025). 

Looking forward, long-term projections suggest generative AI could boost 

productivity in banking, insurance, and capital markets by up to 30% over the next 15 
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years. Public sector entities similarly recognize AI’s potential to improve operational 

effectiveness. However, despite these promising opportunities, AI also presents systemic 

risks that require careful regulatory oversight to ensure financial stability (Bank of 

England, 2025; Leitner et al., 2024). 

 

Expected Challenges 

AI adoption in the financial sector faces multiple challenges spanning workforce 

readiness, regulatory uncertainty, and technological limitations. Many institutions report 

gaps in AI expertise and feel they lag behind peers, particularly in the banking sector and 

in the wealth management sectors, which indicates uneven progress across the industry 

(Moscetti & Bali, 2025). 

Consumer skepticism can also further complicate AI adoption. A significant portion 

of customers either perceive AI tools and services as security risks or completely avoid 

them, creating a trust deficit that banks must overcome. Internally, challenges such as 

data privacy concerns, regulatory compliance, and cybersecurity risk are still some of the 

principal barriers to a broader adoption of this technology (PYMNTS, 2024). 

Additionally, risks related to algorithmic bias, hallucinations, and potential misuse 

may distort financial market outcomes and undermine operational frameworks. These 

issues can systematically bias information processing, affecting institutions’ risk 

management and decision-making capabilities, leading to more complexity in AI 

implementation within the financial sector (Bank of England, 2025; Leitner et al., 2024). 

 

Correlation of Data Quality and Artificial Intelligence 

The effectiveness and reliability of AI and ML depend on the quality of data. Poor 

data quality, such as noisy or missing labels, directly undermines model generalization 

and leads to inaccurate predictions on unseen data. This is especially important in 

supervised learning, where corrupted or incompleted labels can distort the training 

process and impair model performance. However, many current approaches for handling 

noisy data remain insufficient, as they either accumulate noise during training or only 

utilize a fraction of the available data, limiting the models' capabilities (Whang et al., 

2023). 
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In the broader context of deep learning, the emergence of data-centric AI focuses on 

the increasing necessity of prioritizing data quality over model complexity. Key areas 

such as data collection, cleaning, validation, and integration, when combined with robust 

and fair model training, are essential for achieving dependable AI systems (Whang et al., 

2023). 

 

Expected Evolution of Workforces  

As AI evolves, the market demands both new AI-specific skills and broader 

adaptability. While roles directly focused on AI development, such as data scientists and 

AI specialists, are growing, these professionals remain a minority in the workforce. Most 

employees will interact with AI as a tool embedded in their workflows, requiring new 

skills in collaboration, interpretation, and decision-making alongside AI systems, even 

without deep technical expertise (Green, 2024). 

To be able to follow this evolution in technology, proactive investment in AI 

education and on-the-job training is essential. Embracing AI-related learning 

opportunities positions workers and organizations to innovate and adapt in a technology-

driven market. Leaders are encouraged to replace fear of job displacement with strategic 

upskilling initiatives that empower employees and utilize AI as a productivity-enhancing 

and transformative force (Mayer et al., 2025). 

A framework developed for incorporating a human supervisor within black-box AI 

models demonstrated significant improvements in performance and safety by enabling 

human intervention in uncertain or high-risk situations. This approach reduced the top-5 

error rate by 5.2 percentage points, demonstrating that integrating human management 

can significantly improve AI system accuracy by enabling correction of errors that the AI 

alone might overlook. Moreover, human supervision is capable of enhancing operational 

safety by effectively identifying challenging situations where AI performance may 

degrade, allowing the prevention of adverse outcomes (Fridman et al., 2017). 

 

2.3.2 Machine Learning 

Fraud detection has been one of the most important roles of ML in the financial sector. 

The usage of algorithms such as Random Forest or LSTM have shown exceptional 
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accuracy in identifying fraudulent transactions. By analyzing documented data, ML can 

detect patterns and unusual behavior, flagging them for further investigation. However, 

issues like computational complexity and biased datasets become adversities for large-

scale implementation (Ekiye & Hewage, 2024; Narayana & Panigrahi, 2024). 

Another clear application of ML is in risk management. ML algorithms analyze 

historical data to identify patterns and predict future trends, which becomes a relevant 

part in mitigating credit, market, and operational risks. For instance, financial institutions 

tend to use ML to predict stock prices, interest rates, and market volatility, allowing them 

to make the most optimal decisions. Some companies have successfully integrated ML 

into their credit risk models, achieving significant improvements in predictive accuracy. 

The scalability of ML allows organizations to monitor and manage risks across diverse 

portfolios (Agrawal et al., 2024; Kour, 2024). 

ML has further developed trading and investment strategies by enabling real-time 

analysis of market data. Automated trading systems consider the information gathered 

from this analysis to execute transactions based on predefined rules, leading to an increase 

in efficiency and a reduction on human bias (Agrawal et al., 2024; Kour, 2024). 

The insurance industry is currently utilizing ML to predict claims and detect 

fraudulent activities with higher accuracy. ML models have shown better capabilities in 

analyzing claims data, leading to the reduction of losses and optimization of operations 

(Ekiye & Hewage, 2024; Narayana & Panigrahi, 2024). 

Through personalization and improved customer service ML is currently being 

applied in customer service, leading to an enhancement in customer experience. By 

analyzing customer patterns, ML algorithms provide tailored financial recommendations 

and other suggestions. Natural language processing has also enabled the development of 

chatbots and virtual assistants for real-time support, which lead to the reduction of 

operational costs (Agrawal et al., 2024; Kour, 2024). 

As more traditional models start to become obsolete due to their reliance in more 

limited variables such as income and credit history, ML model's role in credit scoring 

increased due to its capability to analyze diverse datasets, including alternative sources 

like social media activity. This more comprehensive analysis improves the accuracy of 

credit risk assessment and allows better loan decisions (Ekiye & Hewage, 2024; Kour, 

2024). 
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Despite the capabilities of ML in the financial sector, its application still brings some 

consequences and challenges. Real-time systems require scalable designs to efficiently 

handle massive datasets. Deep learning boosts performance but demands heavy 

computation and often lacks transparency. Privacy issues and the lack of standardized 

datasets also lead to slower global adoptions (Narayana & Panigrahi, 2024; Kour, 2024). 

 

2.3.3 Blockchain 

Blockchain synchronizes stored data among peers on all computers or servers 

participating in a network. This creates multiple identical records, where all nodes in the 

network validate, verify, and agree on any changes or additions. Blockchain can be used 

for record keeping, transferring value, and smart contracts, which automatically execute 

transactions when predefined conditions are met. Once data is stored on the blockchain, 

it cannot be manipulated or changed, this is due to the fact that each block is connected 

to each other. This means that the timing, the order, and the content of the transactions 

cannot be altered, and blocks cannot be replaced unless all nodes agree with the proposed 

changes (Deloitte, 2018-a). 

Blockchain's distributed ledger technology makes sure that transactions are recorded 

in a secure and immutable form, leading to the reduction of the possibility of fraud and 

unauthorized alterations. By providing transparent audit trails, blockchain increases trust 

among stakeholders and simplifies regulation compliance. However, while blockchain 

might be one of the most secure systems, it is still vulnerable to 51% attacks, smart 

contract exploits, problems with private key management, sybil attacks, and others 

(Deloitte, 2018-a; Sarda et al., 2018). 

DeFi platforms allow blockchain to offer peer-to-peer transactions without the need 

for any intermediaries. Another benefit is that blockchain allows the creation of smart 

contracts, which are self-executing contracts which allow for the automation of 

transactions when predefined conditions or rules are met. On the contrary, more 

traditional payment systems don't have access to smart contracts and usually have higher 

costs and bigger delays due to the involvement of multiple intermediaries and more 

complex regulatory frameworks. Which might lead to a potential disruption in more 

traditional banking models (Panduro-Ramirez et al., 2022; Vukovljak, 2023). 
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While decentralized systems can bring some benefits, they can also bring problems in 

enforcing regulations, in monitoring transactions, and in preventing illicit activities. As 

such, there is a need to develop frameworks that can ensure that blockchain systems 

operate within legal and ethical boundaries (Deloitte, 2018-a; Yahiya et al., 2023). 

 

Expected Evolution 

The evolution of blockchain technology in the FinTech sector is propelled by multiple 

factors, primarily the rising demand for faster, cost-effective financial services that can 

operate seamlessly on a global scale. Advances in blockchain scalability and 

interoperability have significantly enhanced the efficiency of its applications, leading to 

increased investment and experimentation within the industry. Additionally, changing 

consumer behavior has contributed to the growing adoption of blockchain-based solutions, 

especially among digital natives seeking transparency, security, and efficiency in 

managing money and transactions (Globe Newswire, 2025). 

Moreover, the growing shift toward digital currencies alongside heightened interest 

from traditional financial institutions further stimulates blockchain market growth. These 

factors, coupled with continuous technological innovations and evolving regulatory 

landscapes, are critical catalysts ensuring the robust expansion and dynamic development 

of blockchain applications in FinTech (Globe Newswire, 2025). 

 

Financial Inclusion 

Blockchain technology holds significant potential to enhance financial inclusion by 

bridging gaps left by traditional financial services and enabling broader access to the 

digital economy. One of the primary contributions of blockchain to inclusion is cost 

reduction, which directly addresses affordability, which is a major barrier for financially 

underserved populations (PricewaterhouseCoopers, n.d.). 

Beyond affordability, blockchain enables the creation of innovative, locally tailored 

financial solutions that respond to specific inclusion challenges. Additionally, blockchain 

is able to reduce intermediaries and streamlines processes, allowing to increase the speed 

of payments. Interoperability is another crucial benefit, as protocols establish universal 

transaction rules, allowing integration across platforms and assets, which removes 
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barriers for both individuals and businesses accessing diferent types of services  

(PricewaterhouseCoopers, n.d.). 

Advanced cryptography and secure consensus mechanisms inherent in public 

blockchain networks can ensure data integrity and make unauthorized tampering nearly 

impossible. This built-in security by design helps overcome mistrust in financial 

institutions and supports safer participation in digital financial ecosystems 

(PricewaterhouseCoopers, n.d.). 

 

Privacy Concerns 

Blockchain technology, while offering transparency and security, also presents 

significant privacy issues depending on its implementation. One major concern is the 

potential traceability of transactions linked to a specific entity, especially when a public 

key coincides directly with an individual's identity within the blockchain system. This 

situation is particularly worrying in public blockchains, where all participants can view 

transaction data, however it can still pose issues in private blockchains (Haro-Olmo, 

Varela-Vaca & Álvarez-Bermejo, 2020). 

Selective disclosure mechanisms based on zero-knowledge cryptography have been 

proposed to address privacy concerns by allowing verification without exposing sensitive 

data. However, regulatory requirements such as the GDPR’s “right to be forgotten” pose 

challenges for blockchain applications, especially in sectors where immutable records 

conflict with data deletion mandates (Haro-Olmo, Varela-Vaca & Álvarez-Bermejo, 

2020). 

Other possible issues include the costs associated with verifying data, auditing 

transactions, and ensuring interoperability among network participants. Pseudonymity in 

blockchain does not guarantee full privacy, as transaction analysis can potentially reveal 

users’ identity by correlating incoming and outgoing transactions. Additionally, 

malicious actors within blockchain networks, particularly in IoT contexts, may threaten 

system integrity by masquerading as legitimate devices, complicating device 

identification and trust (Haro-Olmo, Varela-Vaca & Álvarez-Bermejo, 2020). 

Moreover, distributed blockchain architectures introduce unique security challenges, 

including the high computational costs associated with consensus mechanisms. 
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Centralized alternatives exist but often reflect mutual distrust among participants due to 

fears of data manipulation. The absence of standardized protocols inhibits scalability and 

effective integration of blockchain with IoT systems. Crucially, the entire system's 

security hinges on the protection of private keys, emphasizing the need for robust key 

management to prevent unauthorized access (Haro-Olmo, Varela-Vaca & Álvarez-

Bermejo, 2020). 

 

2.3.4 Cloud Computing 

Cloud computing is the delivery of computing services like software, storage, and 

processing power over the internet, allowing users to access and use applications without 

the need of infrastructures (Deloitte, 2018-b). 

Cloud computing provides banks and financial institutions with an increase in 

efficiency, security, scalability, and cost reduction. By utilizing cloud computing, 

financial organizations can optimize operations and enhance customer experiences, 

gaining a competitive advantage. However, despite its numerous advantages, cloud 

adoption can also bring some challenges related to security, regulatory compliance, and 

management (Misra & Doneria, 2018). 

Security is a great concern in the financial sector, where sensitive customer data must 

be protected from breaches and cyber threats. Cloud computing addresses these concerns 

by offering robust security features such as encryption, multi-factor authentication, and 

access controls. Cloud service providers implement advanced security protocols to 

safeguard financial data, reducing the risk of cyberattacks and unauthorized access. 

Moreover, cloud platforms enable real-time monitoring and threat detection, ensuring 

proactive security management (Misra & Doneria, 2018; Vadisetty, 2024). 

Cloud computing allows financial institutions to scale their computing resources up 

or down based on demand. This flexibility is beneficial during peak transaction periods, 

ensuring seamless operations without the need for costly on-premises infrastructure. By 

adopting cloud solutions, banks can quickly adapt to market changes, deploy new 

financial products, and enhance service delivery with minimal delays (Vadisetty, 2024). 

Traditional IT infrastructure requires significant capital investment in hardware, 

software, and maintenance. Cloud computing eliminates these expenses by offering a pay-
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as-you-go model, allowing financial organizations to pay only for the resources they use. 

This cost-effective approach enables banks to allocate funds toward innovation, customer 

experience improvements, and business expansion, rather than IT maintenance. 

Additionally, cloud solutions reduce operational costs by streamlining IT management 

and minimizing the need for in-house technical staff (Misra & Doneria, 2018). 

Cloud computing enhances the efficiency of financial operations by providing high-

speed processing capabilities for large datasets and complex financial calculations. Real-

time analytics, faster transaction processing, and improved decision-making are key 

advantages of cloud adoption. Cloud-based solutions also ensure global accessibility, 

enabling financial institutions to provide uninterrupted services to customers regardless 

of their location (Vadisetty, 2024). 

Financial institutions are increasingly using cloud-based technologies such as AI, ML, 

and RPA to enhance risk management, fraud detection, and customer service. By 

automating routine tasks, banks can improve efficiency and allocate resources to more 

strategic initiatives. Cloud computing also fosters innovation by providing access to 

advanced development tools, allowing financial organizations to experiment with new 

services and optimize digital banking experiences (Литвин et al., 2024).  

Financial institutions operate in a highly regulated environment, with strict guidelines 

on data security and privacy. Cloud providers offer compliance-ready infrastructures that 

align with industry regulations, enabling banks to meet legal requirements while 

maintaining operational efficiency. However, cloud migration requires careful risk 

management strategies, including robust encryption methods, secure access controls, and 

regulatory compliance audits. Financial organizations must work closely with cloud 

providers to ensure adherence to data protection laws across different jurisdictions (Misra 

& Doneria, 2018; Литвин et al., 2024). 

Ensuring uninterrupted financial services is critical in the banking industry. Cloud 

computing enhances business continuity by providing disaster recovery solutions that 

minimize downtime during unexpected disruptions. Cloud-based backup systems enable 

rapid data restoration, ensuring operational resilience against cyber threats, natural 

disasters, or system failures. With geographically distributed data centers, cloud platforms 

offer redundancy and failover capabilities, safeguarding financial institutions from data 

loss (Vadisetty, 2024). 
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Cloud computing empowers financial institutions to offer personalized and seamless 

digital experiences to customers. Cloud-based CRM systems enable banks to analyze 

customer data and tailor financial products based on individual preferences. Additionally, 

cloud-based marketing platforms facilitate targeted communication through email, SMS, 

and social media, enhancing customer engagement. By utilizing cloud-driven insights, 

banks can provide proactive financial advice, loyalty programs, and customized 

investment options, ultimately improving customer satisfaction and retention (Литвин et 

al., 2024). 

Despite its benefits, cloud computing presents several challenges for financial 

institutions. Data security concerns remain a significant barrier, as cloud storage 

introduces potential vulnerabilities compared to traditional on-premises systems. 

Reliability is another key issue, as financial services must be available at all times, even 

during extreme events or technical failures. Regulatory compliance complexities further 

complicate cloud adoption, requiring institutions to navigate different legal frameworks 

across regions. Lastly, managing multiple cloud vendors and ensuring seamless 

integration between cloud services requires strategic planning and robust IT governance 

(Misra & Doneria, 2018; Vadisetty, 2024). 

As financial institutions continue to embrace cloud computing, the industry is set for 

further advancements in digital transformation. Future trends include the adoption of 

hybrid cloud models, edge computing for faster processing, and blockchain integration 

for enhanced security. By adopting these innovations, financial organizations can drive 

operational efficiencies, improve customer trust, and maintain a competitive advantage in 

a rapidly evolving financial landscape (Литвин et al., 2024). 

 

Expected Evolution 

The financial services industry has traditionally lagged in adopting cloud computing 

due to strict regulatory requirements, the complexity of legacy IT systems, and challenges 

related to data fragmentation. These factors have made financial institutions cautious 

about migrating sensitive data and critical operations to cloud environments. However, 

recent shifts in regulatory frameworks, along with growing recognition of cloud 

computing advantages, such as enhanced scalability, greater operational agility, and 

improved cost efficiency, have accelerated adoption of cloud computing in the financial 
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sector. Banks and other financial institutions increasingly embrace cloud technologies to 

modernize infrastructure and support innovative services (Chapman, Zaal & Kernahan, 

2024). 

 

Expansion of Cloud Computing 

Cloud computing infrastructure is rapidly expanding and becoming more 

comprehensive across major commercial hubs worldwide. Leading cloud service 

providers now offer high bandwidth, optimized performance, compliance with local 

regulations, and robust disaster recovery capabilities. The increasing adoption of edge 

computing use cases has also driven cloud service providers to extend their coverage 

closer to data sources, though it is important to note that not all cloud services are 

available uniformly across all regions. First, initial foundational hubs are built in key 

continental technology centers, followed by additional hubs to improve global 

connectivity, and finally localized hubs are established in noncore and emerging markets 

(Galhardo-Burnett et al., 2023). 

Despite a deceleration from 40% annualized revenue growth in mid-2021 to 28% in 

late 2022, cloud service providers continue to generate substantial revenues, around $50 

billion quarterly. Projections indicate that total revenue could reach approximately $1 

trillion by 2030. This growth is expected to follow an S-curve pattern typical of 

technological adoption cycles, suggesting that cloud computing remains in an early 

growth phase with significant potential to displace traditional on-premise data 

infrastructure (Galhardo-Burnett et al., 2023). 

 

2.3.5 Internet of Things 

IoT can be defined as a network of interconnected devices that collect and share data 

through the usage of sensors and other similar devices (Deloitte, 2021). 

The integration of IoTs into the financial sector is revolutionizing banking services, 

security measures, and risk management. By enabling seamless communication between 

interconnected devices, IoT is enhancing financial operations through automation, real-

time data collection, and advanced analytics. Financial institutions, under the right 

conditions, are using this technology to improve customer experience, optimize loan 
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management, strengthen cybersecurity, and introduce innovative payment solutions. 

However, while IoT presents significant opportunities, it also brings new challenges, 

particularly concerning data security and cyber threats (Johri et al., 2023; Tang, Huang & 

Wang, 2018).   

IoT is playing an important role in modernizing banking services by enabling real-

time data exchange between customers, financial institutions, and smart devices. Banks 

can use IoT to enhance customer interactions by providing instant account access, 

transaction alerts, and personalized banking services. The integration of biometric 

authentication, such as voice and touch recognition, further simplifies account 

management, ensuring secure and convenient access to financial services. Additionally, 

IoT helps banks optimize ATM deployment by analyzing usage patterns in different areas, 

ensuring better accessibility for customers while reducing operational costs (Johri et al., 

2023; Suseendran et al., 2019). 

Loan management is another area where IoT is making a significant impact. By 

collecting real-time data on borrower behavior, financial institutions can develop more 

accurate credit scoring models, leading to better lending decisions. IoT also enables banks 

to monitor the condition and usage of collateral assets such as vehicles, machinery, and 

real estate. GPS tracking and environmental sensors help ensure that collateral remains 

secure and within agreed-upon conditions, reducing the risk of asset mismanagement. 

Automated payment systems further streamline loan repayment by ensuring timely 

transactions, minimizing the likelihood of defaults (Johri et al., 2023; Rajput & Saxena, 

2023). 

If IoT devices have weak security, lack proper update mechanisms, or have no 

encryption, they can become major cybersecurity concerns, especially in financial 

institutions, where interconnected systems increase vulnerability to cyberattacks, data 

breaches, and fraud. Hackers can exploit weaknesses in IoT networks to gain 

unauthorized access to sensitive information. Unencrypted data, unsecured third -party 

services, and mobile banking vulnerabilities present significant risks that financial 

institutions must address through strong encryption, advanced authentication methods, 

and continuous security monitoring. The constantly evolving cyber threats show the 

necessity of proactive measures to prevent financial fraud, data theft, and unauthorized 

transactions (Choi & Lee, 2018; Rajput & Saxena, 2023). 



   

 

23 
 

IoT is also transforming payment systems by introducing automation and digital 

wallets. Through machine-to-machine communication, IoT facilitates seamless 

transactions between interconnected devices, enabling automated payments for various 

services. The concept of a "Wallet of Things" allows consumers to link multiple smart 

devices to their banking accounts, ensuring effortless financial transactions. However, as 

digital payment systems become more prevalent, financial institutions must implement 

stringent security protocols to protect against unauthorized access and fraudulent 

activities (Thirumagal et al., 2024; Suseendran et al., 2019). 

The adoption of IoT in financial services extends to trade finance and risk mitigation. 

IoT-powered tracking systems monitor high-value goods in transit, ensuring the security 

of shipments and reducing the risk of financial losses. Radio Frequency Identification 

technology enables real-time monitoring of delicate goods, such as pharmaceuticals, 

allowing banks and insurers to make informed decisions regarding financial transactions 

and coverage. These advancements improve transparency in trade finance, ensuring that 

financial institutions can accurately assess risks and provide secure funding solutions 

(Tang, Huang & Wang, 2018; Rajput & Saxena, 2023). 

Despite the benefits of IoT in financial services, challenges remain. The rapid growth 

of interconnected devices increases the complexity of managing security risks, regulatory 

compliance, and data privacy. Financial institutions must choose between technological 

innovation and risk management to protect customer data and maintain trust in digital 

banking solutions. Furthermore, the global disparity in digitalization levels means that 

some regions may face challenges in fully adopting IoT-powered financial services, 

necessitating targeted efforts to bridge the digital divide (Tang, Huang & Wang, 2018; 

Rajput & Saxena, 2023). 

As financial institutions continue to embrace IoT, the future of banking will be shaped 

by automation, enhanced security, and improved customer experiences. The integration 

of IoT into financial operations presents opportunities for greater efficiency, bet ter risk 

management, and innovative financial products. However, addressing cybersecurity 

threats and ensuring regulatory compliance will be essential to fully realize the potential 

of IoT in the financial sector (Johri et al., 2023; Tang, Huang & Wang, 2018). 
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2.3.6 Quantum Computing 

Quantum computing is a technology that is currently in development and cannot be 

easily deployed. However, one can define it as a technology that utilizes quantum 

mechanics to perform complex calculations millions of times faster than normal 

computers. Unlike normal computers that use bits, quantum computers use qubits. Qubits 

are special because they have the properties of superposition, which allows them to exist 

in multiple states at the same time, and entanglement, which refers to their capability of 

linking two or more qubits where the change in one of them affects the others, which 

allows them to perform multiple tasks at the same time (Deloitte, n.d.). 

Quantum computing is emerging as a transformative force in the financial sector, 

offering unprecedented computational power that has the potential to revolutionize risk 

analysis, portfolio optimization, fraud detection, high-frequency trading, and financial 

security. By using the principles of quantum mechanics, such as superposition and 

entanglement, quantum computers can process vast amounts of financial data at 

extraordinary speeds, uncovering patterns and solutions that classical computers struggle 

to identify. While the full-scale implementation of quantum computing in finance is still 

in its early stages, ongoing advancements indicate a future where financial institutions 

can significantly enhance decision-making, security, and efficiency (Akoh et al., 2024). 

One of the most promising applications of quantum computing in finance is data 

analysis and pattern recognition. Financial institutions generate and process massive 

datasets, including market trends, customer transactions, and financial statements. QML 

algorithms, such as quantum clustering and quantum principal component analysis, 

enable a more sophisticated approach to data analysis, identifying patterns and anomalies 

with greater accuracy. These capabilities enhance fraud detection, market forecasting, and 

automated decision-making, allowing financial firms to operate with increased precision 

and reduced risk (Akoh et al., 2024). 

In investment strategies, quantum computing offers superior portfolio optimization 

by rapidly evaluating numerous asset allocation combinations. Traditional optimization 

models often struggle with the exponential complexity of financial markets, whereas 

quantum algorithms can efficiently determine the best asset distribution to maximize 

returns while minimizing risk. This leads to enhanced investment strategies and improved 
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risk management, enabling financial institutions to construct more resilient portfolios 

(Akoh et al., 2024). 

Risk assessment and option pricing are also key areas where quantum computing 

delivers significant advantages. The valuation of complex financial derivatives 

traditionally relies on Monte Carlo simulations, which are computationally intensive. 

Quantum Monte Carlo methods provide a faster and more accurate means of evaluating 

multiple risk scenarios simultaneously, improving the precision of derivative pricing 

models and enhancing market stability. Financial institutions can use these insights to 

make more informed trading decisions and mitigate potential losses (Akoh et al., 2024). 

Another important application is in fraud detection and anti-money laundering. By 

utilizing quantum-enhanced ML, financial institutions can analyze vast transaction 

datasets to detect fraudulent activities with greater accuracy. Quantum algorithms identify 

hidden correlations and irregularities that traditional methods may overlook, reducing 

financial crime and strengthening regulatory compliance. The ability to process large 

volumes of transactional data in real-time significantly enhances security measures across 

banking and financial services (Akoh et al., 2024).  

Quantum computing also has profound implications for HFT, where rapid decision-

making is essential. Quantum algorithms enhance HFT strategies by analyzing real-time 

market data more efficiently, allowing traders to execute transactions with minimal 

latency. This leads to increased profitability and a competitive edge in fast-paced financial 

markets. By adopting quantum-enhanced pattern recognition, HFT systems can identify 

trading opportunities with greater speed and precision than classical algorithms (Akoh et 

al., 2024). 

Financial security and cryptography are areas where quantum computing presents 

both opportunities and challenges. On one hand, quantum computers pose a threat to 

traditional encryption methods, such as RSA and elliptic curve cryptography, by 

efficiently solving complex mathematical problems that secure financial transactions 

today. On the other hand, quantum cryptography provides a solution through unbreakable 

encryption techniques like quantum key distribution. By ensuring secure communication 

channels and protecting sensitive financial data from cyber threats, quantum cryptography 

strengthens the overall security framework of the financial sector (Khang, 2025). 
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Regulatory compliance and ethical considerations also play a crucial role in the 

adoption of quantum computing in finance. Financial institutions operate within a heavily 

regulated environment, requiring stringent compliance with data protection and security 

standards. As quantum computing becomes more prevalent, regulatory bodies must adapt 

to address the unique challenges and risks associated with this technology. Additionally, 

ethical concerns, such as algorithmic biases and transparency in quantum-driven decision-

making, must be carefully managed to ensure fairness and accountability in financial 

operations (Khang, 2025). 

While quantum computing holds immense potential for transforming the financial 

sector, practical implementation remains in its early stages. The availability of high-qubit, 

stable quantum computers is still limited, and ongoing research is focused on overcoming 

hardware and scalability challenges. However, financial institutions, technology firms, 

and researchers are actively investing in the development of quantum solutions, paving 

the way for future breakthroughs (Khang, 2025). 

As the field of quantum computing continues to evolve, its impact on finance will 

become increasingly significant. The ability to perform complex calculations at 

unprecedented speeds will drive advancements in risk assessment, investment 

optimization, market analysis, and security. While challenges remain, the financial sector 

is preparing for a future where quantum computing plays a central role in shaping 

innovative, data-driven financial strategies. Institutions that embrace this technological 

shift will be better positioned to use its advantages, ensuring greater efficiency, security, 

and competitiveness in the evolving financial landscape (Khang, 2025). 

 

The Appearance of Quantum Computing 

Estimates for the arrival of practical quantum computing vary widely depending on 

the pace of qubit growth and technological breakthroughs. A pessimistic outlook, 

assuming qubit numbers double every two years akin to classical Moore’s law, projects 

that achieving 100,000 qubits would likely occur well beyond 2040. On the contrary, an 

optimistic scenario, highlighted by IBM’s recent advancements with qubit counts 

doubling approximately every nine months, suggests that practical quantum applications 

requiring fewer than a million qubits could emerge as soon as 2030. An intermediate 

perspective, which assumes an annual doubling of qubits and reflects expert consensus, 
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anticipates useful quantum computing capabilities for complex tasks like quantum 

chemistry simulations and cryptographic codebreaking between 2033 and 2040. However, 

qubit quantity alone is not sufficient to realize the full utility of quantum computers, 

advancements in quantum algorithms, error correction techniques, hardware fidelity, and 

ancillary technologies are equally vital. Despite these challenges, the first practical 

quantum applications are broadly expected around 2035, though significant uncertainty 

remains given the complexity and interdependence of the required technological progress 

(Groenland, 2025). 

 

Expected Cryptography 

Asymmetric encryption currently underpins the security of sensitive digital 

communications, such as online transactions, relying on the computational difficulty of 

reversing encryption keys with classical computers. However, the advent of powerful 

quantum computers threatens this security paradigm, as these machines could efficiently 

break widely used encryption schemes. Although building such quantum systems is 

expected to be extremely expensive and likely limited to nation-states targeting highly 

valuable information, especially national security data, the primary concern lies in the 

“store-and-break” threat. This risk involves adversaries intercepting and storing 

encrypted data today, only to decrypt it in the future once quantum capabilities mature, 

thus threatening the confidentiality of information that requires long-term protection. 

Quantum attacks are expected to be deliberate and sequential, beginning with the most 

valuable data, making proactive adaptation essential to maintain security. Developing and 

deploying quantum-resistant cryptographic methods is therefore important to 

safeguarding both current and future communications (Scholl, 2021). 

Given the approximation of the threats posed by quantum computing, organizations 

are urged not to delay action until formal standards are finalized. Instead, they should 

immediately identify their most sensitive data and evaluate its vulnerability to quantum 

attacks. Prioritizing the transition to quantum-resistant encryption for valuable 

information as part of broader infrastructure upgrades is essential in the coming years 

(Scholl, 2021). 
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2.3.7 Neurocomputing 

Currently, the main applications of neurocomputing currently focus on areas requiring 

efficient and parallel processing of large, complex datasets. These include pattern 

recognition, image analysis and interpretation, robotics, autonomous systems, and 

advanced AI models such as deep learning and reinforcement learning. Neurocomputing 

systems are also being explored for use in real-time decision-making tasks, adaptive 

control systems, and enhancing the energy efficiency of AI computations (Intel, 2021; 

Schuman et al., 2017). 

There is still limited information about neurocomputing, but it's possible to find 

growing indicators of advancements in this technology. For example, Intel recently 

developed some progress in this field, particularly with the introduction of their new next-

generation neuromorphic research chip, which is designed to mimic the architecture and 

functionality of the human brain (Intel, 2021). 

 

2.3.8 Application Programming Interface 

APIs are essential to open banking, enabling secure and standardized data sharing 

between financial institutions and third-party providers. They support innovation in 

services like payments and lending but also introduce serious security risks. Poor API 

design can lead to data breaches, unauthorized access, and DoS attacks. Weak 

authentication remains a top concern, and most organizations have faced API-related 

security incidents. Risks from third-party providers further complicate the threat 

landscape. To mitigate these issues, experts recommend strong authentication, thorough 

vetting of external partners, traffic monitoring, and rate limiting (Hossain, Raza & 

Rahman, 2025). 

 

Expected Evolution 

APIs are extremely important to open banking, enabling innovation and collaboration 

between financial institutions and third-party providers. However, they also introduce 

significant cybersecurity risks. To address these, institutions must adopt secure cod ing 

practices, follow security guidelines, and implement advanced security measures like API 

gateways, behavioral analytics, and multifactor authentication. Regular testing, rate 
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limiting, and monitoring are essential for maintaining system integrity (Hossain, Raza & 

Rahman, 2025). 

Managing third-party risk is very important, requiring strong contracts and regular 

audits to ensure compliance with security standards. Additionally, training stakeholders 

through seminars and real-world simulations improves awareness and preparedness 

against API threats. Overall, a layered, collaborative approach is vital for building a 

secure and resilient open banking environment (Hossain, Raza & Rahman, 2025). 

 

Third Payment Services Directive 

The introduction of the revised PSD3 marks a significant regulatory advancement for 

both traditional banks and non-bank Payment Service Providers across applicable 

jurisdictions. By expanding the regulatory framework to include a broader range of actors, 

PSD3 aims to level the competitive landscape while ensuring greater consumer protection 

and service consistency across all payment providers. This broader inclusion is intended 

to drive fairness and regulatory cohesion in the evolving digital financial ecosystem (J.P. 

Morgan, 2024). 

In the context of open banking, PSD3 represents a key evolution in how APIs are 

standardized and governed. Among its most impactful provisions are the establishment 

of stricter functional and performance requirements for APIs, the obligation for open 

banking entities to provide user-accessible monitoring dashboards, and enhanced 

transparency mandates. These measures are intended to solidify trust and usability within 

the open banking space by ensuring that APIs deliver reliable, secure, and user-friendly 

interactions (J.P. Morgan, 2024). 

Moreover, organizations that act early to adopt PSD3-aligned open banking solutions 

are poised to benefit from operational efficiencies and competitive differentiation. 

Enhanced security through improved API interfaces enables better payment 

authentication and validation, while greater visibility into transaction flows fosters trust 

and risk mitigation. Together, these advancements contribute to the emergence of a more 

seamless, efficient, and resilient digital payment infrastructure (J.P. Morgan, 2024). 
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2.3.9 Robotic Process Automation 

RPA has experienced significant evolution, shifting from rudimentary hardware-

based automation towards sophisticated software systems that emulate human interaction 

with digital environments. Early iterations of RPA were primarily focused on automating 

straightforward tasks, such as data entry and routine data manipulation, relying on 

fundamental techniques like screen scraping and data extraction to interface with legacy 

software systems. These foundational methods allowed RPA bots to replicate user actions, 

enabling automation of repetitive and rule-based activities (Pandy et al., 2024). 

As RPA technology progressed, its capabilities expanded substantially through the 

integration of AI and ML. This fusion led to the emergence of intelligent automation, 

which combines traditional RPA with AI-powered functionalities. Intelligent automation 

utilizes ML algorithms and natural language processing to execute tasks, provide data-

driven insights, and optimize workflows. Consequently, RPA has transitioned from 

simply automating manual tasks to enhancing decision-making processes and managing 

more complex, cognitive activities. This evolution broadens the scope and impact of RPA 

across various industries, enabling organizations to achieve higher efficiency and 

productivity by automating increasingly sophisticated business processes (Pandy et al., 

2024). 

 

Optical Character Recognition 

OCR technology has evolved from early template matching and rule-based methods, 

which struggled with handwriting, complex fonts, and distorted images. These traditional 

systems required high-quality inputs and had limited accuracy (Shekhar, 2025). 

The major breakthrough came with deep learning. Convolutional Neural Networks 

improved image processing, enabling accurate text recognition even in noisy or low-

resolution images. Recurrent Neural Networks, especially LSTM networks, helped OCR 

handle sequential data like handwriting and video text. Deep learning OCR systems are 

more robust, performing well under varied lighting, noisy backgrounds, and complex 

images. This marked a significant improvement over earlier methods (Shekhar, 2025). 

Integrating natural language processing further enhances OCR by enabling contextual 

understanding, error correction, and better text interpretation. AI-powered OCR can now 

grasp not just text, but also its meaning within larger contexts. Overall, combining deep 
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learning and NLP has greatly increased OCR’s accuracy and flexibility for real-world 

applications (Shekhar, 2025). 

 

2.4 Regulatory Responses and Challenges 

Currently, regulators tend to wait until a technology reaches a certain adoption or risk 

level before intervening, possibly to avoid overregulation or misjudging its impact. 

However, this reactive attitude may prove problematic in a future where technological 

innovation may occur at a never seen speed and scale. As a result, regulators may struggle 

to keep pace with more complex evolutions of technologies such as AI, smart contracts, 

and algorithmic trading. These innovations, if left unregulated or loosely regulated, could 

lead to systemic risks, especially when they become more adopted into the core operations 

of the financial sector. The inability to anticipate and manage such risks may in turn lead 

to financial instability, particularly if the regulatory response remains fragmented or 

outdated (Taylor et al., 2020; Ahern, 2025). 

As financial technologies evolve, existing legal definitions and frameworks have the 

possibility of becoming obsolete or misaligned with market environments. This could 

either suppress innovation through excessive constraints or leave dangerous gaps where 

harmful practices can occur. A significant structural issue is the reliance on rigid legal 

classifications that cannot keep up with the technological adaptability of modern financial 

instruments. A function-based regulatory model focusing on the risks and economic 

functions of activities, rather than their formal legal categories, is needed, especially given 

innovations like tokenization and DeFi. Without this approach, legislation may either 

overregulate and stifle innovation or underregulate and leave systemic threats 

unaddressed (Ahern, 2021). 

Although the EU has taken steps through initiatives like MiCA, DORA, and the DLT 

Pilot Regime, regulatory fragmentation across jurisdictions remains a challenge. 

Institutions must navigate multiple overlapping regulatory regimes, leading to 

compliance inefficiencies and raising the risk of avoiding regulations. Coordinating 

regulatory approaches internationally will become more difficult, especially for 

technologies like DeFi or cloud computing that defy geographical barriers (Deloitte, 

2024; Zhang et al., 2019). 
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Finding the right balance between fostering innovation and managing risk is 

becoming increasingly complex. Overregulation could harm the development and 

deployment of new financial technologies, while underregulation might expose 

consumers and institutions to cyber threats, fraud, and systemic failures. Experimental 

regulatory approaches such as innovation hubs and regulatory sandboxes have proven 

effective by allowing regulators to understand new technologies better and giving firms 

a controlled environment to test compliance. Early regulatory engagement during the 

development of technologies also contributes to more informed and effective policy 

outcomes (Zhang et al., 2019; Taylor et al., 2020). 

The growing digitization of financial processes brings heightened cybersecurity risks. 

Technologies like AI can strengthen security but also become new targets for exploits. 

Regulatory frameworks, such as those outlined in DORA, will need to continuously 

evolve to address these threats without overburdening smaller institutions that cannot 

fully comply with them (Tartaro, Smith & Shaw, 2023; Deloitte, 2024). 

Data privacy and information governance present additional challenges. While data-

driven innovation depends on broad access to high-quality information, stricter privacy 

regulations can introduce bureaucratic obstacles and reduce the availability of usable data. 

This situation leads to increased compliance complexity, higher costs, and potential 

reduction of innovation (Tartaro, Smith & Shaw, 2023). 

Finally, regulatory institutions must be prepared for the future by investing in 

advanced analytical tools and simulation models to detect risks and design appropriate 

responses. However, public regulatory agencies often struggle to attract and retain 

technical talent due to salary competition from the private sector. Additionally, the 

complexity of algorithmic and AI-driven systems demands specialized evaluation 

methods that many regulatory bodies have yet to develop, threatening their ability to 

respond effectively to rapid technological transformations (Ahern, 2025; Tartaro, Smith 

& Shaw, 2023). 
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3. Methodology 

This study employs qualitative research, utilizing both primary and secondary data 

sources. The primary data were collected through semi-structured interviews, while the 

secondary data were gathered from peer-reviewed literature and other institutional 

sources. 

The semi-structured interviews were conducted with experts selected through a 

selective sampling, based on their specialization in areas related to the financial sector, 

information systems, and/or emerging technologies. These interviews aimed to gather in-

depth insights from experts directly involved in dealing with technology adoption and 

strategy in financial institutions. The interviews were either conducted in person or online, 

with all recordings being done with the participants' consent, and then subsequently 

transcribed for analysis. Secondary data were gathered from academic databases such as, 

but not limited to, Google Scholar and b-on, including journals, articles, videos, 

conference papers, regulatory documents, interviews, and technical reports. The literature 

review follows topics such as emerging technology, financial regulation, evolution of 

technology, evolution of the financial sector, technology adoption in the financial sector, 

and financial regulations, which then led to the research on AI, ML, blockchain,  cloud 

computing, IoT, cybersecurity, quantum computing, and after completely analyzing the 

results from the interviews additional topics such as neurocomputing, DLT, API, and 

RPA.  

The interview transcripts were analyzed using a thematic analysis, involving 

familiarization with the data, initial coding, and grouping codes into broader themes. 

Codes were based on both the type of technology discussed and the confidence in the 

responses. These themes were then aligned with the research questions to be able to 

answer them. 

The literature was reviewed so as to identify how current academic perspectives 

support or contrast with the experts’ interviews. This leads to a reduction in the possibility 

of biased conclusions, or answers being influenced by professional constraints, while also 

leading to the analysis of different perspectives. 

During this research all participants were informed about the research objectives and 

how their data would be used. All personal information has been anonymized, except 
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where participants explicitly consent to its disclosure, and all data were stored securely 

to ensure confidentiality. 
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4. Research Results 

4.1 Artificial Intelligence 

The data from the interviews indicates that AI is currently being implemented in 

multiple areas of the financial sector. It was reported that it is being heavily utilized in 

capital markets, in algorithmic trading, in banking, particularly in payment-related 

projects, and in insurance, to support insurance mediators. ML, an important part of AI, 

is usually applied in tasks such as credit scoring, creditworthiness evaluation, and 

repayment prediction, usually accompanied by human oversight.  

AI has an important role in the process of automation, including customer service 

automation and self-service transaction interfaces, and is increasingly used to improve 

operational efficiency, which was described as a primary focus of AI applications. Even 

still, there is an ongoing challenge of enhancing service efficiency and personalization 

through AI without compromising user privacy or dehumanizing the customer experience. 

As such, choosing technologies and suppliers that uphold strong privacy standards has 

become a very important step in the application of AI. 

There is deliberate caution in the implementation of AI, particularly in areas involving 

trust and customer relations, which are currently mainly handled by humans. As such, 

most institutions try to ensure that AI only receives non-personal and generic data. For 

now, institutions are still waiting for AI to improve before a broader exposure to clients. 

Emerging tools like CoPilot and ChatGPT were mentioned as supporting information 

gathering, creative processes, and decision-making, especially in internal meetings, where 

they help reduce time and increase efficiency. These tools also contribute to collaboration, 

rapid discovery, and information consolidation. Some institutions noted that their internal 

teams are developing software with the help of generative AI, especially during the 

programming phase. 

Although its current implementations are widespread, there is an expectation for 

further development, and potential to broaden opportunities for firms and investors. With 

special mention of its roles in early fraud detection, pattern recognition, and scalable 

deployment. Still, one interviewee lately referred that there aren’t any significant 

innovations or novel phenomena at least within the financial market. 
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In risk and fraud detection, AI must remain unbiased and resistant to manipulation. 

To accomplish that, it requires a careful selection of technology and database suppliers, 

run reoccurring performance evaluations, and avoid the use of generative AI in its core 

businesses. Even still, to truly guarantee the accuracy of the results, these processes are 

usually managed by humans. 

Concerns were raised regarding AI transparency, particularly due to the “black box” 

nature of its models. One interviewee noted that currently there is a lack of a unified 

framework for testing and validating AI systems. In terms of regulation, the recently 

published EU AI Act was identified as an important step toward increasing oversight and 

accountability, though it was also described as very new and still under development. 

It was referred that it is hard to know how technology might evolve, due to being 

almost like a prediction. Nevertheless, many technologies may change in the following 

years, but none will be as disruptive as AI. It was stated that technology will modify our 

future and the way we do business today, some even declared that a change in the way 

investors, customers, policyholders, and firms interact with technology would occur in 

the next 5 to 10 years, however, no one seemed to know entirely how. 

Even still, some stated that AI will see an increased use, and it may evolve so as to 

enhance client interaction, increase the speed and quality of the service, improve and 

expand applications in fraud detection, and enhance risk evaluation capabilities. 

Additionally, AI will play a more significant role in workforce management. Meanwhile, 

some expect the reduction of intermediaries, allowing consumers and investors more 

direct access to service providers and the services themselves. Even though this might 

lead to faster and more efficient processes, it might also cause a reduction in caution and 

an increase in dehumanization of processes when dealing with customers. One expert 

noted that many of the anticipated developments mentioned earlier in this paragraph could 

also apply to blockchain. 

Looking even further ahead, AI may also enable greater personalization by 

developing models that adapt to the unique needs of individual customers. One expert 

noted that many of the anticipated developments mentioned earlier in this paragraph could 

also apply to blockchain. 

The quality of ML only depends on the quality of its data. As such, ensuring quality 

data becomes one of the most important factors in maintaining a proper ML system, and 
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to ensure that, proper control systems must be used. It was stated that most problems 

related to AI and ML can be avoided if the control system are done by humans instead of 

machines, and the results aren’t followed blindly. 

Some expect that in the future, the difference between institutions will be seen in who 

has the best regulators, the better trained staff, and only utilizes AI and ML as tools to 

help in human decisions. 

All of this has led the experts to anticipate a growing number of professionals well-

trained in AI technologies, cloud computing, and related fields, due to an expected rise in 

demand from institutions. With the anticipated increase in the number of applications and 

capabilities of AI, some are led to believe that there might occur an increase in biases, 

especially if its processes are not well managed. The increased and more general use of 

AI by institutions may bring more risk, more specifically systemic risks. These includes 

the obsolescence of current models and heightened cybersecurity threats. During periods 

of stress, reliance on similar or equal models could further boost market instability. 

It has been expressed the belief of an increase in the acquisition of private data and 

information by institutions leading to possible privacy issues and becoming more likely 

targets of cyber-attacks. As such, it’s expected an increase in investment in cybersecurity 

and data protection. 

Currently, in the AI act, rules and regulations related to the possibility of companies 

relying entirely on AI-generated information remains a subject of ongoing debate. In the 

financial sector, two specific applications of AI are currently considered as high risk: the 

usage of AI for credit risk assessment and the processing of sensitive personal data by 

insurance companies. Still, the future direction and scope of the AI act remain uncertain. 

 

The possible wide adoption of similar AI systems can lead to similar results. 

Consequently, the widespread adoption of those AI-generated responses, including the 

usage of ML in predictive analysis, may contribute to increased market volatility, 

heightened systemic risk, the emergence of sudden market spikes, and reduced diversity. 

Meanwhile, one expert declares that AI and ML will have great difficulty predicting 

results with high enough levels of confidence that it becomes a problem, making this risk 

less problematic or less likely to occur. 
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The ability of AI systems to explain their logic and processes still remains quite 

underdeveloped. This lack of explainability presents a challenge, especially when 

transparency and accountability are most important. This can sometimes make AI seem 

unreliable, leading to the production of inaccurate or misleading information, which can 

negatively affect the trust in its answers. Accentuating the ongoing need for human 

management to ensure the quality and appropriateness of responses, especially in main 

business operations and customer interactions, where the accuracy and respectfulness of 

the communications are essential. On the contrary, one interviewee explained that in low-

risk applications, such as image generation, such intensive surveillance may not be 

necessary, as the consequences of errors are usually minor. 

Some companies are reluctant to fully adopt AI and ML for decision making and 

forecasting. While some other companies believe that AI can replace the human role, in 

these companies, the evolution of technology could lead to an increase in layoffs. 

 

4.2 Blockchain 

Interviewees reported that blockchain is already associated with crypto assets, which 

are currently being regulated as financial instruments. Several noted that blockchain is 

being studied for use in traditional financial markets, including by clearing systems, 

securities depositories, and trading platforms. Blockchain is also applied in payments-

related projects within banking. 

Usage examples include cryptocurrency transactions and validation of financial 

institution contracts. Some interviewees highlighted that insurance contracts for logistics 

operators have been implemented using blockchain, and that blockchain is used by 

insurers for B2B insurance purposes. Additionally, neobanks have adopted blockchain, 

benefiting from its support for digital customer interactions.  

Some interviewees indicated that the cryptocurrency sector is monitored by banks but 

not actively used, and that blockchain is not widely adopted by retail banks. It was stated 

there are insufficient use cases for broader adoption by banks, with traditional banks 

tending not to adopt blockchain at this time. 

Barriers to adoption include the need for specialized training and  the perception that 

blockchain providers do not offer sufficiently attractive services for banks. Hesitation also 
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arises due to blockchain’s lack of full process transparency and fluidity, which some 

interviewees identified as obstacles to wider implementation. 

The potential for blockchain to create efficiencies and reduce intermediaries in capital 

markets was acknowledged, and the payments sector is reported to be undergoing 

significant changes due to blockchain. 

 

4.3 Cloud Computing 

Cloud computing is currently mainly implemented in the financial sector for 

document management, data lakes, and various cloud-based services, with its usage 

expected to continue increasing. Many banks began transitioning to cloud infrastructure 

between 2015 and 2020, and adoption rates vary across organizations. Cloud platforms 

such as Azure Databricks are widely used and considered important tools. 

The shift to cloud computing enables faster innovation by removing the need for local 

infrastructure and allows financial institutions to rapidly scale their service capacity. It 

also supports reporting services by facilitating efficient information acquisition. The 

growing influence of AI and Big Data is driving further demand for cloud services, likely 

transforming business models in the near future. 

Despite these advantages, concerns remain around cybersecurity risks unique to cloud 

environments, such as DDoS attacks. Additionally, reliance on third -party providers can 

reduce flexibility and introduce operational risks, making risk management and provider 

diversification essential for maintaining service continuity. 

Cloud computing usage is expected to increase over the year, with the possibility for 

a reduction of its price or the expansion of the services of large providers geographically 

in the following years. It was referred by one expert that it will continue to evolve 

primarily as a “bridge” between technologies. 

Currently, cloud Computing usage and applications in EU are being managed by 

DORA, through the issuing of guidelines for financial institutions. 

Adopting an universal regulation for cloud computing presents significant challenges. 

Because of that, regulatory discussions primarily occur through communication between 

authorities and international forums. The existence of different methods of data 

management in distinct authorities is one of the biggest barriers to a worldwide general 
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regulatory framework. These differences may include distinct protocols for reporting 

cyberattacks and other incidents, as well as divergent procedures for recovery and 

response following such events. Additionally, differences in cybersecurity regulatory 

approaches across jurisdictions may create further complexity, harming this global 

adoption. Lastly, existing regulatory instruments may often contain gaps that hinder the 

development of comprehensive and cohesive cloud computing regulations. 

Some experts refer that due to the absence of standardized legislation, the risks 

associated with cloud computing can vary significantly across regions. One expert even 

stated that these risks may include fluctuations in pricing, differences in the underlying 

legal frameworks and compliance obligations, and exposure to geopolitical tensions. 

Companies may also face unexpected tariffs or regulatory changes that affect the 

operation and cost-efficiency of cloud services. For financial institutions, it became 

essential to ensure that the cloud service providers comply with the regulatory 

requirements set by domestic and international supervisory authorities. 

 

4.4 Internet of Things 

One interviewee indicated that IoT technologies are currently used in ATMs and other 

machines to monitor maintenance needs. It was also referred that currently, there exists 

the technology to utilize sensors to identify customers entering bank branches through 

customers’ mobile phones. However, this type of IoT adoption remains limited, as the 

technology is still largely in the prototype stage, with many expressing high caution due 

to privacy concerns. 

 

4.5 Quantum Computing 

Interviewees reported that although the banking sector is aware of the existence of 

quantum computing, it has seen very limited adoption, particularly in Portugal. Although 

some respondents acknowledged potential future applications in areas such as risk 

assessment, the current use cases are neither well-defined nor operationalized. Currently, 

there are no significant implementations demonstrating clear gains in efficiency or other 

measurable benefits. The high costs associated with implementation and maintenance 

were consistently cited as major barriers, making it difficult for institutions to justify 
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investing in this technology at this stage. Some experts expressed that in the next five to 

ten years, there is a possibility for a wider adoption of quantum computing, however the 

majority of the experts don’t agree with this affirmation, stating that even then it would 

still be too early. One expert even references the possible emergence of neurocomputing, 

which is a technology that tries to replicate the structure and functions of the human brain. 

Neurocomputing is already being worked on, however, it currently still needs further 

development. One of the experts expects that neurocomputing will not become avaiable 

for implementation in any sector within 10 years. 

One expert expressed concern that future advancements in quantum computing could 

pose a threat to the security of blockchain systems, potentially making current 

cryptocurrency infrastructures vulnerable to cyber attacks. This would challenge the 

perception of cryptocurrencies as inherently secure. Nonetheless, it was also stated that 

the decentralized nature of these systems provides a degree of resilience, acting as a built -

in security feature. Another expert, while stating that there is a high chance of future 

encryption threats, it is still too early to know how it will truly affect blockchains 

cryptography. 

Despite the possibility of these risks, it is anticipated that the market, including both 

users and developers, will respond with new protective measures. It was suggested that, 

much like the evolution of internet security, blockchain systems would likely adapt over 

time to address emerging threats. However, in the end, the responsibility for safeguarding 

these systems will rest with both the technology's developers and its users. 

 

4.6 Application Programming Interface 

One interviewee highlighted that APIs are the most utilized technology in the 

financial sector nowadays, being mainly utilized to connect on-premise systems with 

cloud infrastructure, facilitating integration across technological environments. It has also 

been referred that PSD2 is currently being updated to incorporate enhanced API security. 

Looking ahead, PSD2 is expected to evolve into PSD3, which is anticipated to bring 

improvements in security and updated regulatory standards for API usage in the financial 

sector. 

Currently some are led to believe that API is reaching its peak performance, and it 

shouldn’t improve or evolve much more than its current state. 
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4.7 Robotic Process Automation 

One interviewee noted that RPA is currently used for process automation, particularly 

to automatically read digital documents and to scan and convert physical documents into 

digital formats. In Portugal, RPA adoption became widespread only recently, with 

significant uptake occurring around 2020 or 2021. 

Some anticipate that the number of RPA processes required to operate the technology 

will decrease over time, with expectations that this trend will continue in the coming years. 

This would allow for the same output to be achieved with even less input, thereby 

increasing overall efficiency. Additionally, RPA is expected to see improvements in its 

OCR capabilities, enhancing its ability to process and extract information from data 

sources. It has also been noted that the effectiveness of RPA can vary depending on how 

it is implemented and applied. 

 

4.8 Distributed Ledger Technology 

One Interviewee briefly referred to the importance of the usage of DLT for monitoring 

purposes, with a particularly high adoption in the cryptocurrency sector. Additionally, 

institutions are collaborating with policymakers to ensure that the use of DLT supports 

investor protection and maintains financial stability. 

 

4.9 Legacy Systems 

Some interviewees emphasized that financial institutions often rely on a mix of 

technologies, combining systems that are over 20 years old with newer solutions to 

compensate for their missing functionalities, however this integration requires specific 

components that link traditional systems to newer systems. 

Such integrations can result in the reduction of data richness, which leads to the loss 

of detail of the data. Security concerns may also arise due to the lack of authentication 

mechanisms in older systems. 

It was also noted that the financial sector adopts new technologies more slowly than 

other industries, such as retail. Within the sector, the insurance industry lags behind in 
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adopting innovations like AI and cloud computing. Furthermore, institutions tend to be 

more cautious when implementing emerging technologies in core business areas, which 

reduces the speed and scale of adoption. 

 

4.10 Regulation 

4.10.1 Digital Finance Pack 

In 2020, the European Union introduced the Digital Finance Package, which 

comprises three legislative diplomas. 

 

4.10.1.1 Markets in Crypto-Assets Regulaction 

MiCA aims to address crypto assets that were previously outside the scope of existing 

financial legislation, more specifically, those that do not qualify as securities, financial 

instruments, deposits, or insurance products. Meaning that MiCA targets crypto assets 

that existed in "no man’s land". According to the interviewee, MiCA addresses this gap 

in two primary ways. First, it treats certain crypto assets in a manner similar to traditional 

securities, introducing transparency requirements for service providers and issuers. These 

obligations aim to improve market functioning, protect investors, and address information 

asymmetry, which is a key market failure identified by both crypto-asset investors and 

issuers or service providers. Second, the regulation also focuses on stablecoins, or crypto 

assets designed to maintain a stable value. These assets create potential risks to financial 

stability and monetary policy, especially due to their potential widespread use as means 

of payment. As such, MiCA proposes regulating stablecoins as payment instruments, 

including placing limits on their scale, especially if they introduce alternative units of 

account or challenge the Euro and other official EU currencies. 

 

4.10.1.2 Distributed Ledger Technology Pilot Regime 

Regulation on a Pilot Regime for market infrastructures based on distributed ledger 

technology, which aims to explore how blockchain technology can be integrated into 

financial markets. This regulation also establishes a time-limited test regime that allows 

entities to experiment with blockchain-based solutions for trading and settlement 
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systems of financial instruments. This framework includes legal exemptions to 

determine whether existing legal or operational barriers hinder the development of 

blockchain applications in market infrastructure. It also seeks to test the capability of 

reducing the number of intermediaries, by relaxing legal requirements that currently 

mandate their involvement, to assess whether markets can function more efficiently 

with fewer intermediaries. An evaluation report by ESMA is expected in 2026, which 

will help determine whether this regime should be continued, revised, or terminated. 

However, no major new regulatory responses are anticipated in Europe in the short 

term, but it is anticipated that starting next year, regulators will begin to consider 

whether revisions to the existing legislation may be necessary inthe medium to long 

term. 

 

4.10.1.3 Digital Operational Resiliance Act 

DORA addresses cybersecurity within the financial sector by establishing specific 

standards that align with the EU’s broader cybersecurity framework, known as NIS2. It 

hopes to create a stronger security regime for financial institutions by creating duties for 

all entities to prevent cyber risk incidents. 

 

4.10.1.4 International Influence of the EU Digital Finance Package 

In the rest of the world, it is not yet clear whether similar frameworks will be 

implemented as in the EU. However, there seems to be a strong tendency for non-EU 

countries to build regulatory frameworks already established in the EU. Much like what 

happened with the GDPR, where many jurisdictions adopted or adapted its principles into 

their own legal systems, it has been referred in an interview that the same is to be expected 

to occur with the EU’s digital finance package. For example, the United Kingdom has 

already implemented a regulatory sandbox that is very similar to the EU’s DLT Pilot 

Regime. In the United States, ongoing discussions about extended legislation for crypto 

assets are also likely to be influenced by MiCA. However, one expert stated that  it is to 

be expected that each country’s regulations will evolve differently. 
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4.10.2 Regulation in Times of Crisis 

In times of crisis, regulatory institutions, such as central banks, act immediately to 

contain it, while conducting advanced research and scenario planning to improve future 

responses to a crisis or unforeseen disruptions. 

 

4.10.3 Regulatory approach to emerging Technologies 

According to some interviewees, regulations related to technologies usually appear 

only once those technologies become widely adopted. When a technology is not yet 

widely adopted, there is often a small need for legislation. In other words, rather than 

proactively anticipating the implications of emerging technologies, regulatory approaches 

tend to be reactive, leading to legislation being introduced only after the technology and 

its consequences occur. In the development of those new regulations, it is first observed 

the market developments and responses. Then it’s analyzed how, where, and when 

intervention is necessary, through the engagement with investors, consumers, firms, other 

regulatory bodies, and academic experts. 

 

While regulation usually comes after the adoption of technology, according to one 

expert, financial institutions, such as banks, should be proactive when it comes to 

technological innovation. As embracing a reactive attitude may lead to missed 

opportunities. 

 

Despite the need for regulation to address emerging risks, some experts stated that 

regulations should not hinder the adoption and use of technology. While greater risks 

justify the increased need for stronger supervision, it is essential to preserve the 

innovation of institutions. As technology continues to evolve, there is a possibility that 

existing legislation may become outdated or redundant. Therefore, a balance must be 

struck between imposing necessary restrictions and allowing for technological progress, 

ensuring that legal frameworks do not cease innovation within companies.  

 

Nonetheless, one interviewee noted the possibility of an increase in data privacy 

regulation, which is likely going to make the use of data and information in applications 
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and processes more challenging, due to more intensive bureaucratic requirements for data 

access and a reduction in the availability of accessible information. 

 

It was stated that it is considered very important to remain prepared to address 

emerging risks, even though the exact nature of these risks is currently unknown. This 

can be achieved by accepting the introduction of new regulatory requirements, such as 

updated recording formats, and continuous evaluation of existing requirements to 

determine whether they should be maintained, modified, or removed. 
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5. Discussion 

Question 1: Currently, what are the main emerging technologies being applied in 

the financial sector, where are they being applied, and what implications do they 

bring? 

Institutions of the financial sector tend to adopt new technologies more slowly than 

institutions from other sectors, and within the sector, the insurance industry is even slower. 

Furthermore, institutions tend to be more cautious when implementing emerging 

technologies in core business areas. However, according to the results of this study, the 

current most important and most applied emergent technologies in the financial sector are 

AI, ML, Blockchain, Cloud Computing, API, RPA, and DLT. IoT can still be considered 

an important technology, especially for real-time monitoring and data collection, however 

it is not as widely used due to its several security and privacy risks. 

 

Artificial Intelligence 

AI is the most prominent emerging technology currently applied across the financial 

sector. Its presence covers various segments, including capital markets, banking, 

insurance, risk management, and customer service. The technology’s growing importance 

is largely tied to its capacity to improve operational efficiency, decision-making, and 

service delivery through automation and data-driven insights. 

In capital markets, AI is being utilized for algorithmic trading, enabling faster, more 

accurate transactions while identifying complex market trends in real time. In banking, 

AI streamlines payment processing and accelerates procedures such as loan approvals. 

While in insurance, it supports claims handling and underwriting by improving the speed 

and consistency of assessments. These improvements result in both increased customer 

satisfaction and cost reductions. 

Another major application of AI is in credit analysis and risk evaluation. ML models 

are increasingly used to generate more precise credit scores by analyzing a broader range 

of behavioral and contextual data, extending access to credit while improving risk 

assessments. AI is also heavily utilized into fraud detection systems, by utilizing its 

pattern recognition capabilities and real-time monitoring AI can flag unusual transactions 

earlier. 
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Customer service has also seen significant transformation through AI. The 

implementation of chatbots, virtual assistants, and other self-service platforms improves 

responsiveness and reduces operational costs. However, these gains come with trade-offs. 

As automation increases, there is some loss of personalized, human-centered service. 

Institutions often respond by integrating AI selectively in customer-facing roles, 

balancing efficiency with the need for trust and human interaction. 

Internally, AI tools such as ChatGPT and Copilot are beginning to assist teams with 

communication, creative problem-solving, and even coding tasks. This proves theAI’s 

role not only in external service delivery but also in enhancing internal productivity. 

Despite the benefits, challenges such as lack of transparency remain. AI systems often 

function as “black boxes” making it difficult to trace or explain decision-making 

processes, this creates regulatory and trust-related concerns, particularly in areas 

involving personal data. In response, many financial institutions are limiting AI 

applications to non-personal or generic data while maintaining human oversight, 

especially in high-risk operations like fraud detection and credit scoring. Additionally, 

issues of bias, data privacy, and ethical accountability are some of the most prominent 

current challenges that require continuous monitoring. 

 

Blockchain 

The most visible and established application of blockchain is in cryptocurrency, 

where it serves as the foundational infrastructure enabling decentralized transactions. 

However, beyond cryptocurrencies, broader implementation of blockchain remains 

limited, especially among traditional retail banks. 

In the insurance sector, blockchain is being explored in specific B2B applications, 

such as automating insurance contracts for logistics operators. These use cases utilize 

blockchain's ability to provide transparent, tamper-proof records and smart contract 

execution to improve operational efficiency and trust among parties. 

Within banking, the application of blockchain is more cautious. Traditional banks are 

closely monitoring its developments in crypto but tend to avoid using blockchain outside 

of some payments-related initiatives. One of the main factors currently limiting this 

adoption is the perception that existing blockchain solutions do not offer a strong enough 
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value proposition to justify widespread investment. Moreover, the current integration of 

blockchain systems with legacy infrastructure poses significant technical and 

organizational challenges, particularly concerning interoperability, transparency, and 

real-time visibility. 

Another practical barrier is the need for specialized training to develop in-house 

blockchain expertise. For many institutions, the investment in talent and infrastructure is 

not yet justified by the current business use cases available. In contrast, neobanks and 

digital-first institutions are more inclined to adopt blockchain due to their technological 

agility and alignment with blockchain’s decentralized, always-online nature. 

Despite these limitations, blockchain does hold transformative potential. Its core 

strengths offer significant advantages in use cases like fraud prevention, auditability, 

smart contracts, and cross-border payments. Furthermore, DeFi platforms demonstrate 

how blockchain can disrupt traditional financial models by enabling peer-to-peer 

transactions without intermediaries, reducing costs and increasing speed. Still, 

decentralization also introduces new challenges, particularly in regulatory compliance, 

transaction monitoring, and enforcement of legal standards. Financial institutions and 

regulators must understand how to manage and supervise blockchain systems while 

preserving their core decentralized nature. These concerns are amplified by technical risks 

such as smart contract vulnerabilities, 51% attacks, and private key mismanagement. 

In summary, while blockchain's promise is widely acknowledged, its current 

application in the financial sector remains selective and experimental, largely constrained 

by integration difficulties, regulatory uncertainties, and the still-maturing ecosystem. 

Nonetheless, digital-native financial institutions and niche insurance applications are 

laying the groundwork for broader adoption in the future, especially as interoperability 

and regulatory clarity improve. 

 

Cloud Computing 

Cloud computing has become widely adopted for document management, data lakes, 

and diverse cloud-based services. Platforms such as Azure Databricks are recognized as 

critical tools that support data processing and analytics capabilities across financial 

institutions. 
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The transitions to cloud infrastructure among many banks began around 2015–2020 

and continue to occur today. The current broader adoption of this technology is due to its 

capability to eliminate the dependence on local infrastructure and allowing organizat ions 

to rapidly scale service capacity, enhance operational agility, and improve information 

acquisition. However, the migration to cloud computing is not without challenges. 

Cybersecurity risks, such as DDoS attacks, and operational vulnerabilities, related to the 

reliance on third-party cloud service providers, are still some possible concerns. 

When applied cloud computing can enhance efficiency by providing scalable 

computing power to handle large datasets and complex financial calculations, facilitating 

real-time analytics and faster transaction processing. It supports cost-effective operations 

by reducing capital expenditure on hardware and allowing a pay-as-you-go model, freeing 

resources to invest in innovation and customer experience improvements. 

Cloud platforms also bolster security through encryption, multi-factor authentication, 

and strict access controls, alongside real-time threat detection capabilities. These features 

help financial institutions protect sensitive customer data and comply with regulatory 

requirements across jurisdictions. Additionally, cloud-based disaster recovery and backup 

solutions can improve business continuity by ensuring rapid data restoration and 

minimizing downtime during disruptions. 

Financial organizations are increasingly combining cloud computing with 

technologies such as AI, ML, and RPA to enhance risk management, fraud detection, and 

customer service. Cloud computing infrastructures provide the flexibility and 

computational power necessary to deploy these tools, allowing the automation of routine 

tasks and enabling teams to focus on more strategic priorities. 

Despite its clear benefits, the adoption of cloud computing in finance requires ongoing 

attention to data privacy, regulatory compliance, and governance complexities. 

Institutions must develop comprehensive strategies to manage multi-cloud environments 

and ensure seamless integration with existing systems while navigating evolving legal 

frameworks. 

Looking forward, future developments are expected to include hybrid cloud 

architectures, edge computing for low-latency processing, and potential integration with 

blockchain technologies to further strengthen security and transparency. These 

innovations will continue to drive the digital transformation of the financial sector, 
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helping organizations improve operational efficiency, enhance customer trust, and sustain 

competitive advantage. 

 

Internet of Things 

IoT can play an important role in the financial sector by enabling real-time data 

collection and monitoring. It can improve customer experiences through instant alerts and 

biometric authentication, optimize loan management by tracking borrower behavior and 

collateral, and automate payments via machine-to-machine communication. However, its 

adoption is limited due to significant security and privacy concerns leading to a slower 

implementation. Interconnected devices can also increase the risk of cyberattacks and 

data breaches, requiring investment in strong encryption and continuous monitoring. 

 

Quantum Computing 

Quantum computing is recognized as having a great potential in the financial sector, 

but its current application remains very limited. Although financial institutions are 

increasingly aware of quantum computing’s capabilities, the technology has yet to be 

widely adopted due to high costs and the lack of clear and immediate benefits. Still, 

financial institutions are closely monitoring the implications of quantum computing on 

financial security, since quantum machines could potentially break existing encrypt ion 

methods, necessitating new quantum-resistant cryptography protocols. 

 

Neurocomputing 

Even though there are indications of interest in the general use of neurocomputing in 

the financial sector, its applications are currently mostly related to research. 

 

Application Programming Interface 

APIs are among the most widely used technologies in the financial sector. They 

primarily connect on-premise systems with cloud infrastructure, enabling integration 

across different platforms. APIs are crucial to open banking, allowing secure data to be 

shared between financial institutions and third-party providers. However, APIs can 
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introduce security risks such as data breaches, unauthorized access, and DDoS attacks, if 

it has weak authentication and non-reliable third-party providers. 

 

Robotic Process Automation 

RPA is primarily used to automate repetitive processes, such as reading digital 

documents and scanning physical documents to convert them into digital formats. 

Originally focused on simple rule-based tasks, RPA has evolved to allow the usage of AI 

and ML, enabling it to handle more complex activities and support decision-making 

processes. 

 

Question 2: How will emerging technologies influence the financial sector in the 

short and medium term? 

It is a difficult task to know the possible evolution of technology. Yet, the technology 

we know today should evolve in such a way that in the next 5 to 10 years, the way we do 

business and the way we, as investors, customers, policyholders, and institutions interact 

with technology should change in an entirely new form. 

 

Artificial Intelligence 

AI is anticipated to become one of the most transformative technologies in the 

financial sector over the short to medium term, with continued improvements expected in 

both capability and adoption. Initially, firms are concentrating AI efforts on back-office 

operations to enhance efficiency and reduce manual processes. However, as AI matures, 

its application is expected to broaden significantly, impacting client interactions by 

improving personalization, speeding up service delivery, and increasing the quality of 

customer support. AI’s growing role in fraud detection and risk assessment will also 

strengthen financial institutions’ ability to manage risks more effectively. Also, while it 

has been stated that financial institutions currently avoid the use of generative AI in their 

core business operations, the broader trend suggests this may change in the near future. 

As generative AI technologies mature and institutions gain more familiarity and 

confidence in their capabilities, their use is expected to expand to continue improving 



   

 

53 
 

internal operations and customer interactions, particularly through automation and data 

analysis. 

AI is likely to reshape the structure of financial services by reducing the number of 

intermediaries, thereby providing customers with more direct and streamlined access to 

financial products. While this can enhance process speed and reduce costs, it also raises 

concerns about the potential loss of human touch in customer interactions, which could 

affect client trust and satisfaction if not carefully managed. 

Furthermore, AI-driven personalization will demand greater acquisition and 

processing of sensitive personal data, raising critical issues around data privacy and 

cybersecurity. Institutions will need to invest substantially in safeguarding data assets and 

ensuring compliance with evolving regulations. These challenges highlight the 

importance of balancing innovation with ethical and security considerations as AI 

adoption accelerates. 

Overall, while the current focus remains on operational improvements, there is a 

possibility that the medium-term impact of AI will be broader and more profound, 

touching on customer experience, risk management, and the overall business model of 

financial institutions. This evolution will require not only technological upgrades but also 

strategic workforce planning and policy adjustments to fully realize AI’s potential 

benefits and mitigate associated risks. 

The effectiveness of AI and ML technologies relies heavily on the quality of data, as 

poor or noisy data can undermine AI performance and lead to inaccurate outcomes. As 

such, it's expected for organizations to focus on improving data collection, cleaning, and 

validation, to benefit from more reliable AI solutions. 

Human management is going to be vital for efficient AI control systems. The 

integration of human supervisors within AI workflows will improve accuracy and safety 

by allowing intervention in uncertain or high-risk situations. It’s to be expected that most 

institutions in the future will have AI to support human decisions rather than fully 

replacing them. However, if some institution falls under the belief that AI can fully 

automate and replace the human role, there also exists the possibility of the reduction of 

workforces, increasing the number of layoffs. 

Additionally, the demand for AI-related skills is expected to continue to grow. Not 

only skills completely related to AI roles such as data scientists, but also more general 
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knowledge for employees to be able tp engage with AI as a tool embedded in their work. 

This can lead to institutions requiring employees to learn new skills in collaboration and 

interpretation of AI outputs. As such, companies should start investing in AI education 

and training, so as to be better positioned to adapt and utilize these technologies 

effectively. 

The expected increasing adoption and evolution of AI in the financial sector is likely 

to also bring notable risks. One of the main concerns is the potential for biases within AI 

models, which, if not properly managed, could lead to unfair or inaccurate decision-

making. The widespread use of similar AI systems across institutions also raises the risk 

of systemic vulnerabilities. During periods of market stress, these shared dependencies 

might amplify financial instability, as many entities rely on comparable algorithms and 

data inputs. 

Moreover, many AI systems lack transparency, creating challenges for regulatory 

oversight and risk management. This opacity underscores the urgent need for robust 

frameworks that support thorough testing, validation, and explainability of AI models. 

Such frameworks are essential to ensure compliance, reduce operational risks, and 

maintain trust among stakeholders in a landscape that is becoming increasingly automated. 

These risks are aggravated by some workforce challenges, including current gaps in 

AI expertise and uneven adoption across different financial sectors. Consumer skepticism 

and concerns over data privacy and cybersecurity are some other expected concerns. 

Additionally, the possibility of issues like algorithmic bias and model “hallucinations” to 

be able to distort market outcomes can complicate risk management and decision-making. 

Some of the biggest changes yet to be discovered should be related to addressing these 

challenges, so as to have the benefits of AI while minimizing its potential downsides. 

 

Blockchain 

Emerging technologies such as blockchain are expected to play an increasingly 

significant role in the financial sector, particularly in capital markets and payment systems. 

The adoption of blockchain technology is likely to enhance efficiency by reducing the 

reliance on intermediaries, which can simplify transactions and lower costs. This 

evolution may contribute to greater financial inclusion by enabling more accessible and 
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affordable financial services for underserved populations, leading to a possible broader 

adoption of this technology. 

However, the growing use of blockchain and related technologies will also bring some 

challenges, particularly in the areas of data privacy and cybersecurity. As financial 

institutions collect and process larger volumes of sensitive data, concerns over 

confidentiality and the potential for cyberattacks will become more prominent. Ensuring 

the secure management of cryptographic keys and addressing vulnerabilities in 

distributed networks will be important to maintaining trust in these systems. 

Current research suggests that blockchain has the potential to integrate more deeply 

into traditional financial infrastructures, including clearinghouses, securities depositories, 

and trading platforms. This integration could lead to more transparent, secure, and 

efficient systems, but it will require overcoming technical and regulatory challenges, such 

as interoperability between systems and compliance with data protection regulations. 

 

Cloud Computing 

Emerging technologies, particularly AI and Big Data, are intensifying the demand for 

cloud computing services within the financial sector. This increased reliance on cloud 

infrastructures is likely to lead to broader adoption and expansion of cloud computing in 

both the short and medium term. Cloud computing acts as an important enabler, serving 

as a “bridge” that connects various emerging technologies, allowing for more scalable, 

agile, and cost-effective operations. 

Despite historical hesitation due to regulatory constraints and legacy system 

complexities, more recently financial institutions have increasingly embraced cloud 

solutions, leading to a high possibility of continuing to increase its adoption in the 

following years. Recent regulatory adjustments and a better understanding of cloud 

benefits, such as operational agility and cost efficiency, are some of the main reasons for 

this expectation. 

Cloud computing infrastructure is expected to continue its rapid growth and global 

expansion in the coming years. Leading providers will likely continue to enhance 

bandwidth and strengthen disaster recovery capabilities to meet evolving financial sector 

needs. It is projected for cloud resources to be even closer to data sources, further 
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improving performance and connectivity. While cloud services are not yet uniformly 

accessible worldwide, ongoing investments in infrastructure will likely broaden 

availability, especially in emerging markets, supporting the sector’s increasing reliance 

on cloud technologies. 

Financial sector cloud adoption is part of a larger trend poised for substantial growth. 

While revenue growth rates have currently slightly decelerated, cloud providers continue 

to generate significant income, with projections estimating the market could reach around 

$1 trillion by 2030. This trajectory suggests cloud computing is in an early expansion 

phase, with potential to replace traditional on-premise systems in the following years. 

 

Internet of Things 

IoT may hold the potential to enable real-time data exchange, automation, enhance 

security, and improve customer service. These capabilities could support areas such as 

loan management, collateral monitoring, personalized banking, automated payment 

systems, and customer relations. However, alongside these opportunities, IoT may also 

introduce some challenges, which, if not well managed, can lead to data security concerns, 

cyber threats, and lack of regulatory compliance. The expectations for IoT in the financial 

sector are mixed, even though it can bring promising impacts, it can also bring the 

development of bigger concerns of privacy and security leading adoption and evolution 

challenges. As such, some believe that IoT will see more applications in the future, while 

some might also consider that institutions may lack the necessary caution or that the 

associated risks are too high for a broader implementation. 

 

Quantum Computing 

Emerging quantum computing technologies hold the potential to influence financial 

institutions, particularly in areas like risk assessment. While some experts foresee 

significant roles for quantum computing within the next five to ten years, skepticism 

remains due to high costs and current technological limitations. The pace of advancement 

depends not only on increasing qubit numbers but also on improvements in algorithms, 

error correction, and hardware reliability, with practical applications more likely 

emerging around 2035 or later. 
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A major concern related to quantum computing involves its impact on cryptography. 

Quantum machines could potentially break existing encryption methods that secure 

digital communications and transactions, posing a threat to the confidentiality and 

integrity of financial data. Another possible challenge is dealing with “store-and-break” 

threats, meaning that adversaries might intercept sensitive data now and decrypt it in the 

future once quantum capabilities have matured. Consequently, there is a pressing need 

and expectation for financial institutions to adopt quantum-resistant encryption methods 

proactively, rather than waiting for formal standards to be established. Ultimately, the 

responsibility for securing financial systems against quantum threats will require 

coordinated efforts from developers, institutions, and users to deal with sensitive 

information and maintain trust as quantum computing evolves. 

 

Neurocomputing 

Neurocomputing is an emerging technology that mayt hold promise for the financial 

sector, but it is still too early in its development stages to be known. Current 

advancements, such as Intel’s neuromorphic research chip designed to mimic brain 

architecture, indicate progress in this field. However, given the infancy of 

neurocomputing technology, its practical applications and impact within the financial 

sector remain uncertain and difficult to predict at this time. It is not expected to become 

widely available or influential in the near future, likely requiring a decade or more before 

a more significant appearance occurs. 

 

Application Programming Interface 

APIs will remain an essential technology in the financial sector, particularly in 

enabling open banking and secure data exchange between institutions and third -party 

providers. Although there is a perception that API technology may have reached maturity, 

emerging regulatory changes such as the upcoming PSD3 are expected to create 

significant enhancements, especially in security. 

Current challenges with APIs include risks like data breaches and unauthorized access, 

often stemming from weak authentication and vulnerabilities in third -party providers. 

Financial institutions must therefore implement better security measures, including strong 
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authentication protocols, API gateways, traffic monitoring, and look for rigorous partners 

so as to maintain system integrity. 

PSD3 is expected to introduce stricter functional requirements and transparency 

obligations that aim to encourage trust and usability in open banking APIs. By mandating 

user-accessible monitoring and improved security standards, PSD3 not only is expected 

to enhance consumer protection but also level the playing field among payment service 

providers. 

As such, while API technology itself may seem stable, evolving regulations and 

security demands ensure that APIs will continue to develop, particularly in ways that 

support safer, more transparent, and resilient financial operations. 

 

Robotic Process Automation 

OCR currently plays a complementary role in the development and improvement of 

RPA’s ability to extract and process information from unstructured sources such as 

scanned documents or handwritten forms. Advances in deep learning and natural 

language processing are expected to make OCR more accurate and context-aware, 

thereby extending the range of processes that RPA can handle without human intervent ion. 

Looking at the evolution of RPA—from basic rule-based automation to systems 

capable of mimicking human judgment—there is a clear trajectory toward increasingly 

intelligent automation. While current systems still rely on human oversight for high-risk 

or ambiguous tasks, continued improvements in supporting technologies like OCR 

suggest that RPA will become even more autonomous and adaptable, potentially 

reshaping workflows within financial institutions. 

 

Question 3: What are the potential regulatory challenges created by the expected 

evolution of emerging technologies in the financial sector? 

Currently, regulators tend to wait until a technology reaches a certain scale or risk 

level before intervening, likely in an effort to avoid overregulation or misjudging its true 

impact. However, this reactive attitude may prove problematic in a future where 

technological innovation occurs at never experienced speed and scale. As a result, 

regulators may struggle to keep pace with more complex evolutions of technologies, such 
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as AI. These innovations, if left unregulated or loosely regulated, could lead to an increase 

in systemic risk, especially when they become more integrated in the core operations of 

institutions in the financial sector. The inability to anticipate and manage such risks may 

also in turn lead to financial instability, particularly if the regulatory response remains 

fragmented or outdated. 

As financial technologies evolve, existing legal definitions and frameworks risk 

becoming obsolete or misaligned with market realities. This could either suppress 

innovation through excessive constraints or leave dangerous gaps where prejudicial 

practices can occur. Although the EU has taken steps through initiatives like MiCA, 

DORA, and the DLT Pilot Regime, regulatory fragmentation across jurisdictions remains 

a challenge. The uneven adoption of these frameworks outside the EU may create 

opportunities to exploit regulatory loopholes, allowing firms to take advantage of more 

lenient legal environments. As such, coordinating regulatory approaches internationally 

will be increasingly difficult, especially for technologies like DeFi or Cloud Computing, 

which easily defy geographical barriers. At the same time, the possibility of 

overregulation could harm the development and deployment of new financial 

technologies, while under regulation might expose consumers and institutions to cyber 

threats, fraud, and systemic failures. A more flexible regulatory approach to regulation 

and experimentation through sandboxes may lead to a better adaptability but knowing 

when to move from testing to full implementation, and how to monitor ongoing impacts 

in real-time, will possibly remain a difficult task. The growing digitalization of processes 

in the financial sector can also bring more cybersecurity risks. Technologies like AI can 

help strengthen security but can also become another target for exploits. As anticipated 

in DORA, future regulatory regimes will possibly need to continuously evolve to address 

these threats without overburdening smaller institutions that may lack the capacity for full 

compliance. In Data governance, while data-driven innovation depends on broad access 

to high-quality information, an increase in strict privacy regulations may introduce 

bureaucratic obstacles and reduce the availability of usable data. This could also lead to 

an increase in regulatory challenges, elevated costs, and impaired innovation. 

Finally, ensuring that regulatory institutions are equipped to address these challenges 

will require significant investment, especially in cybersecurity. Institutions must adopt 

advanced analytical tools and simulation models to detect risks and design corresponding 

responses. Yet, many public regulatory institutions may face difficulties attracting and 
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retaining experts with the technical knowledge required to understand and regulate 

sophisticated financial technologies, especially since the private sector usually offers 

more lucrative and better opportunities. This can create a risk of weakening the capability 

and effectiveness of regulators to precisely react to the risks of technological 

transformation. 
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6. Conclusion 

The financial sector may expect significant transformations in the application of 

emerging technologies, which are set to reshape how institutions will operate and interact 

with their clients in future. Technologies such as AI, blockchain, cloud computing, IoT, 

quantum computing, API, and RPA promise to enhance efficiency, improve 

personalization, increase security, and enable new business models. These technologies 

may have the potential to reduce costs, simplify processes, and increase financial 

inclusion, while also creating new unforeseen opportunities. However, this technological 

evolution also introduces considerable challenges. Financial institutions must address 

issues such as, but not limited to, data privacy, cybersecurity, algorithmic bias, workforce 

adaptation, and system interoperability. The increasing reliance on technology may 

increase the difficulty of managing operational risks and maintaining trust in financial 

markets. Alongside these operational and strategic changes, regulations are expected to 

evolve so as to keep pace with technological innovation. Traditional regulatory 

approaches, often reactive and fragmented, may struggle to effectively manage complex 

new technologies without impairing innovation. Regulators may face the difficult task of 

balancing risk management with raising a supportive environment for experimentation 

and growth. Enhanced coordination, flexible frameworks such as regulatory sandboxes, 

and investment in regulatory expertise are essential to managing systemic risks and 

protecting consumers. Still, while emerging technologies may offer transformative 

potential and challenges that can revolutionize the financial sector, their successful 

adoption and evolution will depend a lot on the decision of the financial institutions and 

authorities. 

To further improve this study, it would be necessary to conduct additional interviews, 

to improve their scripts, and study additional more in-depth literature. This would allow 

for more detailed and richer conversations, as some of the interviews conducted for this 

thesis were limited in scope due to time constraints. Expanding the literature review to 

include the latest research and case studies would also provide even stronger foundations, 

findings, and points of view. Furthermore, given the fast expected pace evolution of 

technology, it is essential to continuously update the information and redo the study so as 

to reflect new developments, innovations, and regulatory changes. 
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