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Cyberloafing has become a pervasive problem for many organizations and some researchers have
suggested that a deterrence approach utilizing acceptable use policies for Internet-based applications
coupled with mechanisms designed to monitor employee Internet usage and detect unauthorized usage
can be an effective way to reduce it. However, the results of studies that have examined the effects of
acceptable use policies and detection mechanisms on reducing cyberloafing are mixed. This study
attempts to reconcile those inconsistencies by using an experiment to show that the deterrence model
affects various types of cyberloafing differently. The results reveal that individually, threats termination
and detection mechanisms are effective deterrents against activities like viewing pornography, managing
personal finances, and personal shopping, but must be coupled together and actively enforced to dissuade

activities like personal emailing and social networking.

© 2012 Elsevier Ltd. All rights reserved.

1. Introduction

Internet resources are important components of the workplace
and are being used to improve work performance in a number of
ways (Whitty & Carr, 2006). Yet they can also be abused - partic-
ularly by employees using these resources excessively for personal
purposes (cyberloafing).? Employees cyberloaf by participating in
activities like online shopping, personal investment management,
social networking, emailing, and viewing online media (Blanchard
& Henle, 2008; Lim, Teo, & Loo, 2002; Ugrin & Pearson, 2008) and
do so for a number of reasons (Liberman, Seidman, McKenna, &
Buffardi, 2011; Vitak, Crouse, & LaRose, 2011). Some have argued
that abusing the Internet does not constitute a new problem for
employers as employees had found innovative ways to loaf prior
to the Internet (Block, 2001), but the Internet seems to exacerbate
the loafing problem due to ease of access, the volume of online
content, and types of activities that can be performed over the net
that are not otherwise available (Phillips, 2006). The Academic and
popular press has published many articles illustrating the negative
implications of cyberloafing; perhaps none more captivating than
the scandal at the Securities and Exchange Commission involving
dozens of employees who spent sizable amounts of their workday
viewing pornography (Simmons, 2010).
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Research suggests that some cyberloafing can have positive
implications in the workplace by reducing stress and adding vari-
ety to daily routines (Lim & Chen, 2009) but excessive use can re-
sult in lost time and reduced productivity (George, 1996; Griffiths,
2003) and cyberloafing tends to correlate with reduced workplace
involvement (Liberman et al., 2011). As such, researchers have sug-
gested that organizations should take a deterrence approach
through the use of acceptable use policies (AUPs) for Internet-
based applications (D’Arcy, Hovav & Galletta, 2009; Straub &
Welke, 1998) coupled with Internet monitoring (detection) mech-
anisms (D’Arcy et al., 2009) to minimize time spent cyberloafing.
Those researchers propose that the deterrence approach can be
an effective way to reduce cyberloafing without blocking websites
and impeding on the positive aspects of the Internet as AUPs aim to
deter cyberloafing by including guidelines on appropriate Internet
use, outlining potential sanctions for misuse, and coupling them
with detection mechanisms that assist in the enforcement of the
AUP (Ugrin & Pearson, 2008). But the effectiveness of the deter-
rence approach can be questioned considering that cyberloafing
continues be a workplace problem and the results of existing re-
search are inconsistent (e.g. D’Arcy et al., 2009; Herath & Rao,
2009; Li, Zhang, & Sarathy, 2010; Straub, 1990). For example, AUPs
have been shown to influence abusive computer behavior in gen-
eral by creating awareness of a policy and through their coupling
policies with detection systems (Harrington, 1996). On the other
hand, the threat of formal sanctions that are typically included in
AUPs have actually been linked with increased Internet abuse (de
Manrique Lara, 2006).

As researchers have investigated the effects of deterrence
mechanisms on cyberloafing they have tended to treat all forms
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of cyberloafing alike and have tended to assume that deterrence
mechanisms will affect all types of cyberloafing in the same way.
We propose that the inconsistencies highlighted above can be ex-
plained, in part, by the point that researchers have not examined
the effects of the active enforcement of the sanctions within AUPs
and have not observed the effects of deterrence mechanisms on
specific types of cyberloafing. In accordance with those limitations,
this research explores the effects sanctions, detection, and enforce-
ment on a number of typical cyberloafing activities (viewing por-
nography, viewing traditional media, managing personal
finances, personal shopping, personal emailing, and social net-
working) and illustrates how deterrence factors affect the various
cyberloafing activities differently. By doing so, this research fills a
gap in the academic literature and provides guidance as to the
effectiveness of deterrence mechanisms that should be of value
to practitioners.

The remainder of this paper is formatted as follows. First, we
examine literature on deterring cyberloafing, discuss relevant the-
ory and put forth a set of hypotheses. We then discuss the method-
ology and present the results. Finally, limitations and implications
of the research are discussed and conclusions are drawn.

2. Hypotheses development

Traditionally, firms have attempted to mitigate cyberloafing by
incorporating deterrence mechanisms to monitor and sanction
inappropriate cyber behavior. In the literature, researchers tend to
treat all types of cyber behavior alike, as if all cyberloafing violates
rules and employees should assume such violations will result in
consequences. However, to understand how individuals perceive
the likelihood of consequences, attention must be given to individ-
uals’ personal views on whether or not the behavior in questionis in-
deed perceived to be an unacceptable violation of organizational
policies.

We propose that individuals consider how their Internet activi-
ties would fit into their own personal virtues and the norms of their
workplace and society when deciding what types of activities con-
stitute a violation. Beyond traits, moral decisions are a function of
identification, e.g. whether or not the morality of a dilemma is iden-
tified (Rest, 1986). One would expect participants could be more
apprehensive about cyberloafing if they recognized its effects on
organizations. We propose that individuals discount the threat of
potential consequences when behaviors are perceived to be accept-
able. If abusive behaviors, as defined by an AUP, do not match those
defined by employees, the AUP and the sanctions within become less
effective and require additional measures like detection mecha-
nisms and active enforcement to change attitudes and perceptions.

2.1. The deterrence model

A conception of the effects of AUPs on cyberloafing can be
achieved through understanding General Deterrence Theory
(GDT), a criminological theory dating back centuries, and is the
foundation for a large body of research in criminal justice, ethics,
and most recently, cyberloafing. GDT is based on an imposed reg-
ulatory model, emphasizing regulations that are placed on employ-
ees by organizations through the threat of sanctioning. GDT
suggests that the threat of sanctions can modify employee actions
when potential punishments are weighed against potential bene-
fits of a specific behavior. When confronted with opportunities
and related consequences, individuals are believed to be rational
actors who weigh the costs versus rewards of taking an action
(Williams & Hawkins, 1986). This perspective on ethical decision
making relies on individuals seeking outcomes that benefit
themselves.

GDT has three components that are proposed to have an influ-
ence on illicit behavior; sanctions, detection, and enforcement.
The primary factor in the GDT model is sanctioning. Sanctions
are effective to the extent they are deemed to be severe (D’Arcy
et al.,, 2009; Ugrin & Odom, 2010). GDT is based on simple eco-
nomic calculus where more punishment should equal more deter-
rence. In the context of cyberloafing, organizations with AUPs that
threaten more severe consequences would theoretically see less
cyberloafing. It is proposed that employees will be less likely to
cyberloaf when the potential sanctions for cyberloafing are per-
ceived to be more severe.

H1. Intentions to cyberloaf will be lower when the potential
sanctions for cyberloafing are severe relative to when the potential
sanctions are weak.

Although sanctions are important, GDT says that punishments
must be imminent before they have an effect. Consequences that
are perceived to be more likely will have greater deterrence. In
other words, there must be a strong chance of being caught for a
policy to be effective (Williams & Hawkins, 1986). In a study that
examined the effects of monitoring non-work related computing
in general, Urbaczewski and Jessup (2002) found that more moni-
toring activities resulted in less non-work related computing
behavior. Likewise, Li et al. (2010) found that increased percep-
tions of detection as a result of monitoring can increase AUP com-
pliance. However, Urbaczewski and Jessup’s (2002) and Li et al.’s
(2010) studies only focused on the main effects of deterrence
mechanisms, not accounting for any interaction between potential
sanctions and monitoring activities. GDT suggests that any actions
that increase the likelihood that one will be punished, such as
monitoring activities that result in detection, will make the threat
of potential sanctions more effectual (Nagin & Pogarsky, 2001). In
the context of cyberloafing, the presence of such mechanisms in-
creases the potential to be caught, making punishment more likely
and resulting in a positive interaction between potential sanctions
for cyberloafing and monitoring mechanisms.

A question that can be raised is, “if organizations introduce po-
tential sanctions for cyberloafing and mechanisms that can detect
Internet activities, will the threat of sanctions coupled with detec-
tion mechanisms reduce cyberloafing without active enforce-
ment?” In other words, the perceived certainty of sanctions can
be increased if people are aware that they are enforced after people
are caught. D'Arcy et al. (2009) found that the certainty of sanc-
tions can influence cyberloafing and Lee and Lee (2002) found that
individuals are less likely to use company provided computers for
inappropriate behavior when the individuals were aware of others
being punished. But those papers did not test if it was the
awareness of enforcement that deterred individuals or the interac-
tive effects between enforcement, detection, and the potential con-
sequences. In unrelated contexts, studies by Simpson and Koper
(1992) and Ugrin and Odom (2010) examined the interactive ef-
fects of enforcement and sanctions. Simpson and Koper (1992)
examined the impact of past guilty verdicts on reducing antitrust
violations by corporations, finding that awareness of enforcement
resulted in fewer violations and Ugrin and Odom (2010) examined
the impact of the enforcement of sanctions for committing finan-
cial fraud on financial manager’s attitudes about committing fraud,
finding a three-way interaction between sanctions and enforce-
ment when detection mechanisms were in place. Although these
studies are contextually unrelated and the Simpson and Koper
study is at the firm level, they lend support for enforcement as a
moderating factor in the GDT model. Similarly, we expect that
the effect of potential sanctions on cyberloafing will be moderated
by employees’ awareness of sanctions being enforced. We propose
that the effects of potential punishment and detection will be
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moderated by enforcement. Punishment will be a strong deterrent
if individuals expect to be caught and expect that the potential
punishment will indeed be handed down.

Even with deterrence mechanisms in place and active enforce-
ment, employees’ ethical values have a significant role in the ulti-
mate effectiveness of the mechanisms at deterring behavior a
priori. Tyler and Blader (2005, p. 1149) state, “employees’ ethical
values play (a role) in motivating rule following, and in particular
those ethical values that are related to - and developed in the
course of interactions - with their work organizations” (Tyler &
Blader, 2005, p. 1149). Research suggests that when individuals
feel their organization is being managed with a sense of ethics that
are in line with their own, they will typically behave in accordance
with the policies and rules of the organization (King & Lenox, 2000;
Tyler & Blader, 2005). That should hold true for Internet usage and
the alignment between employee feelings toward cyberloafing and
employers’ rules and policies. Research has shown in a variety of
contexts that personal feelings can have a moderating effect on
the impact of deterrence factors on illicit behaviors, showing that
deterrence factors are more effectual on more acceptable behaviors
(Li et al., 2010; Paternoster & Simpson, 1996) and are more effec-
tual on individuals who are less morally restrained (D’Arcy et al.,
2009).3 In the context of cyberloafing, where the effect of mecha-
nisms like sanctions and detection have been shown to be effective
deterrents in some studies but not in others, it seems difficult to rec-
tify conflicting results in existing studies without examining various
types of cyberloafing individually. For example, the literature (e.g.
D’Arcy et al., 2009; de Manrique Lara, 2006; Li et al., 2010) tends
to use either single scales or composite scores to test Internet usage
intentions in general, not intentions to use the Internet for specific
behaviors like sending personal emails or using the Internet to view
pornography. That distinction is critical as research has shown that
many employees feel that some types of Internet usage at work
should be for both work related and non-work related activities
(Whitty, 2004), potentially creating mis-alignment between employ-
er and employee values and feelings of what is acceptable in the
workplace and what is not. If that is the case, deterrence mecha-
nisms must be in place if an employer aims to reduce Internet activ-
ities that are deemed acceptable by employees.

Taken as a whole, we have proposed that the threat of sanctions
can deter cyberloafing but sanctions are more effectual when
accompanied by detection mechanisms, active enforcement, and
on activities that are initially deemed acceptable in the workplace.

H2. The effect of potential sanctions on cyberloafing will be
moderated by an increased likelihood of detection and evidence
of past enforcement for less abusive behaviors and not for more
abusive behaviors.

The research model is presented in Fig. 1.

3. Methodology
3.1. Participants

Data was collected from 156 individuals. Data from six individ-
uals was removed due to failure to provide complete information
or failure to accurately answer manipulation check items that
tested the diligence with which they participated. The resultant
sample included 69 business students at two large public universi-
ties in the United States, and 81 employees representing three
firms in the United States, a manufacturing firm, a bank, and an
educational institution. Most of the students (42) were also

3 In a limited post-hoc analysis, D’Arcy et al. (2009), found that moral commitment
moderates the effects of sanctions on intentions to misuse the Internet.

| Sanction Intention to Cyberloaf

| Detection

| Enforcement

Perceived
Abusiveness

Fig. 1. Deterrence model.

employed. The sample’s mean age was 26.63 with an average of
7.40 years of work experience (Column A in Table 1). Tests of
demographics across treatment conditions and perceptions of the
abusiveness of various types of cyberloafing revealed that partici-
pants’ with differing levels of self-control (the variable is discussed
in more detail below) was not evenly distributed across treatment
conditions (Column B in Table 1). In addition, participants’ gender,
age and work experience were correlated (P <.05) with their per-
ception as to the deviance of social networking in the workplace
(Column C in Table 1). Males, older participants, and participants
with more work experience perceived social networking to be
more abusive. Also, those who worked in management perceived
viewing traditional media online in the workplace and individuals
with more self-control perceived viewing pornography online in
the workplace to be more abusive (Column C in Table 1). Gender,
Age, and years of work experience were controlled in hypotheses
tests involving social networking. Status as a manager was con-
trolled in hypotheses tests involving traditional media and self-
control was controlled in all hypotheses tests.

3.2. Procedures

Participants were administered an experimental survey. Each
individual was randomly assigned one scenario that manipulated
information related to three facets of deterrence - potential sanc-
tions for cyberloafing, detection mechanisms designed to catch
cyberloafing, and past enforcement of sanctions on those that were
previously caught cyberloafing. After considering the potential
sanctions, potential detection, and past enforcement, participants
were asked to respond to several manipulation checks and asked
to indicate the likelihood they would engage in six types of cyber-
loafing activities. Additionally, participants were asked to rate how
abusive they perceived each type of cyberloafing to be and were
asked to respond to a number of other items that aimed to help ex-
plain the results or measure potential confounding factors. Finally,
participants were asked to self-report demographic information.

3.3. Measures

3.3.1. Dependent variable

The dependent variables were measured across six types of
cyberloafing; Online Shopping (SHOPPING), Money Management
(INVEST), Emailing (EMAIL), Social Networking (SOCIALMEDIA),
Viewing Online Pornography (PORN), and Viewing Traditional On-
line Media (MEDIA). Individuals’ intentions to participate in each
type of cyberloafing were measured with Likert scaled items asking
participants the likelihood that others that work for that company
would use the company’s Internet resources to engage in personal
shopping, managing personal finances, social networking, sending
personal emails, viewing pornography, or watching or reading the
news (Appendix A). The reason for eliciting participants’ percep-
tions about referent others (coworkers) is that responses to ethical
decisions are often biased by a “halo effect” where individuals do
not reveal their true intentions when they are asked directly about



Table 1

=150).

Sample characteristics (n

Column C

Column B

Column A

Demographic variable

Correlation between demographic variables and types of behavior

Porn® Media“

Email®

Invest© Social media“

Shopping®©

Group diff. across treatments for sanction, detection and enforcement

P> .05
P> .05°
P>.05"
P> .05%
P> .05"
P> .05°
P<.05%
P> .05°
P> .05°

Total

142
.069
.022
.073

121
.102
.098
165
—-.021

—-.067
—.088
—.064
—-.075
-.155

.097
-.129
-.140
-.101

.187¢
1734
-.035

122
-.131
-.116
—.096

.034
.043
-.134

70 (80)

Gender: Female (Male)
Age: Mean (Std. Dev)
Employed: Yes (No)

26.63 (8.10)
27 (123)

.204¢
—.156
—.092
—.004
-.105

.024
-.010

7.40 (6.64)
35 (115)

Years work experience: Mean (Std. Dev)

Work in management: Yes (No)

2174
—-.072
—.006

.091
-.010
—.042

116
—.173¢

139
.020

80.45 (6.30)
57.36 (9.61)
2.13 (.83)

Responsibility denial: (RESPDEN): Mean (Std. Dev)

Self-control (SELFCONT): Mean (Std. Dev)

.008
-.131

.043
—.006

.024
.007

.042
—.043

Cyberloafing harms others (HARM): Mean (Std. Dev)

Habit: Mean (Std. Dev)

.020

2.89 (1.32)

2 ANOVA: significance of the mean difference between treatment groups. Individual treatment means not tabulated.
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b Chi-Square: significance of the frequency differences between treatment groups. Frequencies for individual treatment conditions are not tabulated.

¢ Correlation between demographic variable and perception of the abusiveness of the type of cyberloafing behavior.

d p<.05.

Table 2
Mean abusiveness ratings.

Cyberloafing activity Subset for alpha = 0.05

1 2 3 4
EMAIL (personal email)® 30.8¢
INVEST (personal money management)“ 47.9¢
SOCIALMEDIA (Social networking)® 54.2¢
MEDIA (Viewing traditional media)® 54.5¢
SHOPPING (personal shopping)© 61.9¢
PORN (Viewing Pornography)® 96.8¢

4 Mean abusiveness ratings for groups in homogeneous subsets are displayed
(P<.05).

> Homogeneous subsets computed using Tukey HSD.

¢ 0= Not abusive; 100 = abusive.

4 Overall mean = 57.7; Overall Std. Dev. = 29.2.

€N=150.

actions that may have potential social ramifications, but project
them on a referent other when asked how the other would respond
(Clement & Krueger, 2000; Mikulineer & Horesh, 1999; Ruvolo &
Fabin, 1999; Smith, 1997).%

3.3.2. Independent variables

The deterrence mechanisms - sanctions (SANCTION), detection
(DETECTION), and enforcement (ENFORCEMENT) - were manipu-
lated in the experimental survey. There were two levels of each
variable. The variables were manipulated using the following
statements:

Imagine that you work for a company and you are aware of the
following information related to computer deterrence and secu-
rity measures at that company. Consider the three measures
presented below and then answer the following questions
about how you would use the Internet at that organization.

— The company’s Internet use policy CONTAINS a statement stating
that you will be FIRED (or VERBALLY REPRIMANDED) if you abuse
the Internet at work.

— The company EMPLOYS (or DOES NOT EMPLOY) security detec-
tion systems capable of monitoring your Internet activity in the
workplace.

- Others within the organization that have been caught abusing the
Internet at work HAVE (or HAVE NOT) been punished in accordance
with the sanction listed above.

As mentioned, three manipulation checks items ensured partic-
ipants’ understood the manipulations. The manipulation checks
were: “the company’s Internet use policy states that you can be
fired (verbally reprimanded) for abusing the Internet in the work-
place”, “the company employs (does not employ) a system to mon-
itor Internet activity” and “the company has (has not) punished
others for abusing the Internet in the workplace.”

To assess how abusive participants’ perceived the six
types of cyberloafing, they were asked to rate the six different
types of cyberloafing on a scales that ranged from not abusive (0)
to very abusive (100) (ABUSIVENESS) (see Appendix B for the
items).

3.3.3. Potential covariates and additional measures

Various factors could systematically influence results and we
collected measures to ensure they were evenly distributed across
treatment conditions and test if they correlated significantly with
the dependent variables. Individual’s inherent levels of self-control
(SELFCONT) (individuals low in self-control are less likely to con-
trol the urge to engage in illicit behavior) and responsibility denial
(RESPDEN) (individuals that rate high in responsibility denial tend

4 Participants were also asked how they would behave directly but only the
referent data was used in the analyses.
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Table 3
ANOVA results across treatment conditions. Test of between subjects effects (intercept and covariates omitted).

Effect Dependent variable Type Il sum of squares df Mean square F Sig.

SANCTION (S) Shopping® 20.570 1 20.570 9.985 .002
Invest© 47.590 1 47.590 26.352 .000
SocialMedia? 17.491 1 17.491 8.981 .003
Email® 51.887 1 51.887 24.381 .000
Porn® .023 1 .023 157 693
Media® 10.553 1 10.553 4.855 .029

DETECTION (D) Shopping 14.517 1 14.517 7.047 .009
Invest 9.558 1 9.558 5.292 .023
SocialMedia 52.478 1 52.478 26.946 .000
Email 46.395 1 46.395 21.801 .000
Porn 775 1 775 5.165 .025
Media 45.883 1 45.883 21.110 .000

ENFORCEMENT (E) Shopping 076 1 .76 037 848
Invest 17.459 1 17.459 9.667 .002
SocialMedia 17.700 1 17.700 9.089 .003
Email 5.592 1 5.592 2.628 .107
Porn .014 1 .014 .094 .760
Media 24.931 1 24.931 11.470 .001

ABUSIVENESS (A) Shopping 2.459 1 2.459 1.194 277
Invest 32.318 1 32.318 17.895 .000
SocialMedia .106 1 .106 .054 .816
Email 314 1 314 .148 701
Porn .031 1 .031 207 .650
Media 3.785 1 3.785 1.742 .189

SxDxExA Shopping 13.603 11 1.237 .600 .826
Invest 25.951 11 2.359 1.306 228
SocialMedia 35.779 11 3.253 1.670 .087
Email 39.971 11 3.634 1.707 .078
Porn 2.555 11 232 1.549 122
Media 20.744 11 1.886 .868 574

2 N=150.

> Adj. R squared = .081.
€ Adj. R squared =.312.
d
e

Adj. R squared =.294 (Gender (P <.10) and Gender (P <.05) are significant in the model).

Adj. R squared = .289.
f Adj. R squared =.123 (Self-control (P <.10) is significant in the model).

¢ Adj. R squared = .224 (Having served as a manager is significant in the model (P <.05).

to depersonalize illicit acts and place responsibility on others)
could influence the outcomes. Self-control was be measured by a
24-item 5-point Likert type scale (Grasmick, Tittle, Bursik, &
Arneklev, 1993; Nagin & Paternoster, 1993) and responsibility de-
nial was measured by a 28-item 5-point Likert type scale (Harland,
Staats, & Wilke, 2007; Harrington, 1996; Schwartz, 1973).

Beyond traits, moral decisions are a function of identification,
e.g. whether or not the morality of a dilemma is identified (Rest,
1986). One would expect participants could be more apprehensive
about cyberloafing if they recognized its effects on organizations.
To measure that perception, participants were asked if “using the
Internet for personal purposes at work harms firms?” (HARM)
(1 =does not harm and 7 = is very harmful). Internet use and mis-
use has also been shown to be habitual (Woon & Pee, 2007). This
was assessed by a single Likert scaled item that states “have you
used the Internet or Internet resources for personal purposes dur-
ing work time” (HABIT) (1 = never and 7 = often).

4. Results
4.1. Preliminary analysis

In a preliminary analysis, we compared participants’ percep-
tions on the abusiveness of each type of cyberloafing. Participants
felt that viewing pornography (PORN) was the most abusive
whereas personal emailing (EMAIL) was the least abusive followed
by personal money management (INVEST), social networking
(SOCIALMEDIA), viewing traditional online media (MEDIA), and

personal shopping (SHOPPING). A summary of the ratings relative
to one another are presented in Table 2.

4.2. Hypotheses tests

To test the hypotheses, six individual ANOVAs were computed.
Each of the independent variables (SANCTION, DETECTION,
ENFORCEMENT, and ABUSIVENESS) was included in the models
along with a four-way interaction term between the variables
and other relevant control variables. Data for SANCTION, DETEC-
TION, and ENFORCEMENT were manipulated at two levels. The
measure for ABUSIVENESS was dichotomized using a mean split.®
The ANOVA results are presented in Table 3. The means and standard
deviations for participants’ responses to the intention to cyberloaf
measures are presented in Table 4. A correlation matrix for the inde-
pendent and dependent variables is presented in Appendix C.

Recall, hypothesis one stated, “Intentions to cyberloaf will be
lower when the potential sanctions for cyberloafing are severe rela-
tive to when the potential sanctions are weak.” In the ANOVA re-
sults, there are significant main effects for SANCTION (the threat of
being fired or receiving a verbal reprimand) across all types of cyber-
loafing (P < .05) except for viewing pornography (PORN) (Table 3).
Further analyses of the mean responses to the dependent variable

5 A median split could not be used to dichotomize perceived abusiveness of
viewing pornography due to the skew of the data thus a mean split was performed. A
median split could be performed on participants’ perceptions of other types of
cyberloafing but results were not different than the results with a mean split. As a
matter of consistency a mean split was performed for all data.



Table 4

Likelihood to cyberloaf per treatment condition.

Social media potential Email potential sanction Porn potential sanction Media potential sanction
sanction

Invest potential sanction

Shopping potential

sanction

Reprimand
3.000

Fire

Reprimand
1.000

Fire

Reprimand
2.778 (.972)

(9}

Fire

Reprimand
1.714 (.951)

{7}

Fire

Reprimand
1.727 (.786)

Reprimand Fire
{11}

2.429

Fire

2.200 (.789)

1.000
(10}

3.083 (.900)

{12}

1.400 2.182

Detection (High 2.000

probability)

Enforcement

(1.205) {4}

(.000) {15}

(.000) {14}

(1.079) {11}

(1134) (7} (.516){10}

(1.109) {14}

High abusiveness

3.010 3.000 5.125 4.800 1.067 1.143 3.300 4.778

2.750

2.143(1.574)

{7}

2.833 2.286

Detection (Low
probability)

(1.563) {9}

3.583

(1.703) {10}
3.177

(.363) (14}
1.000

(.258) {15}
1.278

(2.280) {5}

5.625

(1.642) {8}

4.810

(1.549) {6}
2.700

(1.604) {8}
2.765

(1.603){12}

3.769

(1.254) {7}
2.769

(1.115) {12}

2.833

2.800 (1.082)

{15}

Detection (High
probability)

No

(1.443) {12}

(1.334) (17}

3.000

(.000) {18}
1.438

(.461) {18}
1.118

(1.061) {8}

(2.098) {10}
5.500

(1.337) {10}

5.000

(1.300) {17}

3.636

(1.012){13}

4.462

(1.301) {13}

4.000

(1.403) {12}

3.667

enforcement

6.000 (-) {1}

6.400 (.548)

{5}

2.200 (1.229)

(10}

Detection (Low
probability)

(1.155) (4}

(.727) (16}
1.000

(.485) {17}
1.000

(2.121) {2}

(1.871) (5}

2.667

(2.063) {11}

(1.664) {13}

2.750

(1.673) {11}

2.083

(1.366) (6}

2333
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2.600

1.571 (.535)

{7}

3.800

2.800 (.837)

{5}

1.500 (.837)

{6}

2.286 (.952)

{7}

Detection (High
probability)

Enforcement

(1.121) {15}

(.000) {3} (.000) {4}

(1.753) (8} (1.557) {12} (1.476) {10}

(1.311) (12}

(1.155) (3}

Low abusiveness

4.286 (.756) 3.300 3.000 5.500 5.286 1.667 1.600 3.875 3.800

3.000 (1.897)

3417
(11}

3.333

Detection (Low
probability)

(2.098) (10}

3.429

(1.458){8}
3.000

(.548) {5}
1.000 (-)
{1}

(:577) {3}

1.000

(1.729) {14}

(1.080) (10}

4.900

(1.683) {13}

(1.418) {10}

1.667

(7}

(1.782) {12}

3.000

(1.966) {6}
3.750

5.546 (.820)

(11}

3.111 (.928)

{9}

3.667

4.400 (1.817)

{5}

Detection (High
probability)

No

(1.813) {7}

4.944

(2.646) (3}
3.733

(.000) {2}
1.000

(1.792) {10}

5.059

(1.155) {3}

2.875

(1.862) {6}
4.844

(1.549) {6}
3.750

(1.581) (8}

3.385

enforcement

1.333

6.143

5.214

4.000 (1.225)

{9}

Detection (Low
probability)

(1.356) {8}  (1.424) {14} (1.638) {17} (1.351){14} (000){2}  (577)(3}  (1.752){15)} (1.434){18}

(1.169) {6}

(1.832) {8}

(1.260) {13}

*Mean (Std. Dev.){n}.

measures (Table 4) reveal that when confronted with the threat of
being fired, the participants are less likely to cyberloaf compared
to being confronted with the threat of a verbal reprimand, with
the exception of PORN. These findings support hypothesis one.

Hypothesis two stated, “The effect of potential sanctions on
cyberloafing will be moderated by an increased likelihood of detec-
tion and evidence of past enforcement for less abusive behaviors”.
This would be evidenced by a significant interaction term between
SANCTION, DETECTION, ENFORCEMENT, and ABUSIVENESS where
deterrence mechanisms are more effectual when a behavior is per-
ceived to be less abusive. The results reveal marginally significant
interaction terms for SOCIALMEDIA and EMAIL (Table 3). Further
analysis of the mean responses to SOCIALMEDIA and EMAIL across
treatment conditions reveal that responses to SOCIALMEDIA and
EMAIL tend to be lower when the threat of SANCTION includes jail,
DETECTION is more likely, participants are aware of ENFORCE-
MENT, and ABUSIVENESS is perceived to be low (Table 4). This sug-
gests that when using social media or sending personal emails in
the workplace is not perceived to be abusive in nature, detection
mechanisms and active enforcement are needed if those behaviors
are to be influenced. These findings support hypothesis two for
SOCIALMEDIA and EMAIL. The findings were not significant for
the other forms of cyberloafing.

Considering that dichotomizing the ABUSIVENESS measures
eliminated some variability and may account for only finding sig-
nificance for hypothesis two for SOCIALMEDIA and EMAIL, the indi-
vidual ANOVA tests were performed again for SHOPPING, INVEST,
and MEDIA® using only data from participants that rated those fac-
tors more than one standard deviation away from the mean ABU-
SIVENESS rating for each behavior respectively. In those analyses
we did not find any significant four-way interaction for SHOPPING,
INVEST, or MEDIA (all P>.10) (not tabulated). Overall, the findings
partially support hypothesis two.

5. Discussion and conclusion

The results shed more light on how individuals decide to engage
in using the Internet and how individuals decide to incorporate
deterrence mechanisms into their decision process beyond the
existing research. The possibility of being fired influenced the like-
lihood that participants would engage in all types of cyberloafing
(except viewing pornography). However, we found that personal
emailing and viewing social media were deterred when the possi-
bility of getting fired was coupled with a detection mechanism,
knowledge of active enforcement in the past, and a perception that
emailing is acceptable.

Although the results are not identical for all types of cyberloa-
fing they do suggest that more mechanisms are required to deter
the behaviors that were deemed more acceptable. These results
may provide an explanation for the disparate findings among exist-
ing deterrence based studies which tend to treat all types of cyber-
loafing similarly. From a theoretical point of view, these findings
tend to bring together theories on ethical decision making rather
than supplant or refute them. By showing that imposed deterrence
factors tend to be more effective at reducing less deviant behaviors
our findings are consistent with both a lower order approach to
ethical decision making predicated on punishment and obedience
(classical deterrence theory) and an approach based on higher or-
der reasoning predicated on the recognition of right and wrong
(e.g. the Rest (1986) model) and the use of that recognition to
guide action. It is logical to conjecture from the results presented
in this paper that recognition of right and wrong (abusiveness)
guides the anticipation and effect of sanctions and consequences.

5 The analysis could not be performed on PORN due to the skew of the data.
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Thus actions are influenced by both lower and higher order reason-
ing. Additionally, where others have shown that moral judgment
leads to intentions to act (e.g. Haines & Leonard, 2007) we show
that moral judgment (or perceived abusiveness) works in conjunc-
tion with other factors in influencing intentions to act.

From a practical perspective, the findings suggest that the effec-
tiveness of imposed deterrence mechanisms (e.g. AUPs or Internet
monitoring) is contingent on the behavior and individual feelings
and perceptions about the behavior. It is reasonable to conclude
from our findings that AUPs and Internet monitoring will be rela-
tively ineffective at reducing behaviors like personal emailing
and social networking unless employees know about of others
who have been caught and punished severely. Perhaps this does
little to solve the quandary that employers face when trying to bal-
ance how much deterrence to impose with employee morale and
other costs; in fact the findings seem to exacerbate what seems like
a catch-22. This is a limitation of the study that should be ad-
dressed by future research. For example, we do not account for
negative affect that can be a result of the use of deterrence mech-
anisms and detection and research has shown that simply intro-
ducing these types of deterrence methods can create employee
strife (de Manrique Lara, 2006). In addition to the negative affect
sanctions and detection can have on employee morale, detection
also creates issues with privacy. Furthermore, recent literature
has focused on the positive psychological aspects of personal Inter-
net usage in the workplace such as reduced stress and negative
emotions (e.g. Lim & Chen, 2009). Future research should aim to
find a balance between deterring abusive Internet usage without
interfering with the positive effects of using the Internet.

In addition to imposing additional deterrence mechanisms,
firms may also influence behaviors by changing perceptions about
what behaviors are or are not acceptable. Perhaps this could hap-
pen through continued enforcement. Failure to enforce may actu-
ally exacerbate problems by supporting and advancing existing
perceptions that behavior like personal emailing or social network-

vise beliefs. We should point out however, that even if detection
and enforcement are important, changes in technology will make
them hard to implement. For example, many of the activities tested
here can be performed on smart phones with Internet access or
other personal Internet devices, giving employees an ability to cir-
cumvent detection.

Other limitations are inherent in our methodology. For exam-
ple, survey based experiments measuring behavioral intentions
are commonly used in social science and ethics research, but inten-
tions are not actual behavior. Other factors could ultimately influ-
ence whether or not individuals act as intended such as perceived
control mechanisms like access to websites and office location and
privacy (for instance, if the employee works in an office or a cubi-
cle). The most effective way to overcome these types of limitations
and examine these issues would be to track actual activities in the
workplace.

Finally, future research could incorporate factors that can fur-
ther explain how intentions are arrived at and how actions are
rationalized. One factor is framing. It would be interesting to
examine if framing AUPs in different ways have different effects
on intentions and behaviors.

In summary, this research has provided a more comprehensive
look at deterring cyberloafing than has been done before. It has
shown that cyberloafing in the workplace is a complex issue that
is contingent on the situation and the individual engaging in the
activity. It has filled a gap in the academic literature and provided
more information for practitioners about the potential effects of
their deterrence activities.

Appendix A. Dependent variable measures

Considering the information in the scenario, what is the likeli-
hood that others that work for that company would use the com-
pany’s Internet resources to do the following activities: Please
circle one answer for each activity:

Personal shopping 1

Not likely
Manage personal finances 1

Not likely
Social network (e.g. Facebook) 1

Not likely
Send personal emails 1

Not likely
View pornography 1

Not likely

Watch or read the news 1
Not likely

3 4 5 6 7
Highly likely

3 4 5 6 7
Highly likely

3 4 5 6 7
Highly likely

3 4 5 6 7
Highly likely

3 4 5 6 7
Highly likely

3 4 5 6 7
Highly likely

ing are acceptable. Future researchers may want to explore how
enforcement and perceptions about the egregiousness of different
types of cyberloafing interact with one another. Structuration the-
ory could provide the foundation. It suggests that social structures
and norms are a function of the repetitive enactment of processes
and behaviors and changing behaviors will change norms and re-

Appendix B. (Perceptions of the relative abusiveness of each
type of cyberloafing)

Please rate how you feel about the relative abusiveness of per-
forming the following activities on the Internet while at work by
marking a slash on the scale.
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Personal shopping 0
Not abusive (bad) behavior

Managing personal finances 0
Not abusive (bad) behavior

Social networking 0
Not abusive (bad) behavior

Personal emailing 0

Not abusive (bad) behavior
Viewing pornography 0

Not abusive (bad) behavior

Watching or reading news 0
Not abusive (bad) behavior

25 50 75 100

Very abusive (bad) behavior
25 50 75 100

Very abusive (bad) behavior
25 50 75 100

Very abusive (bad) behavior
25 50 75 100

Very abusive (bad) behavior
25 50 75 100

Very abusive (bad) behavior
25 50 75 100

Very abusive (bad) behavior

Appendix C. Correlation matrix for the variables used in the
tests of the hypotheses

SHOPPING INVEST SOCIAL-

EMAIL PORN MEDIA SANCTION DETECTION ENFORCEMENT ABUSIVENESS ABUSIVENESS ABUSIVENESS ABUSIVENESS ~ ABUSIVENESS ~ ABUSIVENESS
MEDIA SHOPPING INVEST SOCIALMEDIA EMAIL PORN MEDIA
SHOPPING 1
INVEST 643 1
SOCIALMEDIA 553 4547 1
EMAIL 568 5170 526° 1
PORN 204° 149> 257° 063 1
MEDIA 503 585% 566 5850 119 1
SANCTION -260°  -354° —260° ~350° —.170° .200° 1
DETECTION -250°  -206" —.366° —356" —.230° -376° —.013 1
ENFORCEMENT -.009 -2317 —.172° ~133 030 -.236° —.027 0 1
ABUSIVENESS 151¢ 149¢ 031 032 -.064 -077 -.116 123 186" 1
SHOPPING
ABUSIVENESS INVEST ~ —.253*  —215° —.090 ~.147° —062 —.192° .006 204 -.057 310° 1
ABUSIVENESS —149°  _156° —.157° 113 -205° —.139 —.067 207° 71 277 272° 1
SOCIALMEDIA
ABUSIVENESS EMAIL 273 —.272° —.237° —.167° —.167° 303" .042 340° 075 2867 470° 3697 1
ABUSIVENESS PORN ~.001 ~.062 075 102 -.260° —.001 .003 .168¢ 143 265° 121 256 059 1
ABUSIVENESS MEDIA ~ —.187° -236° —.176" —.047 227" 185" .059 275° 244 3532 357% 426° 412 181° 1

2 Correlation is significant at the 0.01 level (2-tailed).
b Correlation is significant at the 0.05 level (2-tailed).
¢ Correlation is significant at the 0.10 level (2-tailed).
4N =150 for full table.

Appendix D. Supplementary material

Supplementary data associated with this article can be found, in
the online version, at http://dx.doi.org/10.1016/j.chb.2012.11.005.
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