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Abstract With the Internet permeating every aspect of
daily life, organizations of all types are increasingly con-
cerned about the degree to which their employees are
cyberloafing by shirking their work responsibilities to surf
the Internet, check e-mail, or send text messages. Although
technological interventions against cyberloafing have been
shown to be effective, they might be perceived by
employees as an invasion to their privacy, and are expected
to have repercussions on employee behavior and loyalty.
The main objectives of this study are to (1) examine how
the introduction of such technological interventions might
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affect employees’ emotions and fairness perceptions, and
(2) understand the effect of the interventions on behavioral
outcomes, i.e., employees’ intentions to cyberloaf and their
loyalty to the company. We developed a justice-based
framework that we empirically test using a field experiment
composed of field surveys complemented with hypothetical
scenarios describing new organizational initiatives to curb
employees’ cyberloafing. Our findings suggest that tech-
nological interventions, although associated with percep-
tions of unfairness, are effective at controlling
cyberloafing, albeit at the expense of employee loyalty. On
the other hand, contrary to prior findings, we find that
fairness perceptions of technological interventions,
although reinforcing employee loyalty, are ineffective at
curbing cyberloafing. These findings are especially
enlightening in that they contradict a common belief that
perceived fairness encourages employees, as a sign of their
appreciation for this fairness, to curb their misuse of IT.
The findings also help managers fine-tune their cyberloaf-
ing policies to achieve a long-lasting remedy to their
employees’ cyberloafing while maintaining a necessary
level of employee loyalty.

Keywords Cyberloafing - Justice - Fairness perceptions -
Loyalty intention - Organizational commitment - Affect

1 Introduction

Cyberloafing entails engaging in nonwork-related activities
such as surfing the Internet, online gaming, or simply
sending personal e-mails during regular work hours [2].
Cyberloafing has been traditionally looked at as a work-
place deviance (e.g., [2, 40, 41, 47, 76, 78]), but it has also
been shown to help break work monotony and stress due to
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lack of variety in daily routines, long hours at work, or
excessive workload (e.g., [3]). While cyberloafing might be
perceived as a stress relief or a reinvigorating and well-
deserved break by some employees, companies have feared
the potentially resulting losses in employee efficiency and
productivity and have attempted to use various cyberloaf-
ing-curbing measures such as Internet use policies and
technological interventions (e.g., monitoring technologies)
[25, 61, 69]. In the United States, the monitoring of
employees’ online activities is permitted by law and
actually practiced in some workplaces [74]. Monitoring
technologies are available but their use is not the norm
given that these technologies can stir employees’ feelings
of resentment and induce retaliatory behavior [52]. The use
of monitoring technologies can further raise fears that
human discretion and conventional social norms of privacy
are violated [74]. This lack of normative understanding and
privacy oversight can lead to emotional distress and
employee turnover [82]. Accordingly, managers need to
understand whether and (if so) how using anti-cyberloafing
technologies is effective at reducing cyberloafing, while
potentially causing other dysfunctional workplace behav-
iors and outcomes.

Research has found that organizational interventions are
for the most part effective at curbing cyberloafing behavior,
but they are likely to backfire by activating employees’
neutralization, i.e., their rationalization of their cyberloaf-
ing behavior as justifiable and excusable [11, 30]. One
study finds that, individually, threat termination and
detection mechanisms are effective deterrents against
activities like viewing pornography, managing personal
finances, and personal shopping, but must be coupled
together and actively enforced to dissuade activities like
personal emailing and social networking [67]. Another
research develops and tests a model based on the theory of
planned behavior, and verifies this model within the con-
text of cyberloafing [5]. Specifically, the authors find that
cyberloafing is a withdrawal behavior, and that the three
predictors, i.e., subjective descriptive norms, cyberloafing
attitudes, and perceived ability to hide cyberloafing, predict
cyberloafing behavior. A study by Cheng et al. [11] finds
that the perceived benefits of cyberloafing have a positive
effect on personal use of the Internet; specifically, per-
ceived detection certainty has a negative effect on personal
use of the Internet, while the effect of the severity of
perceived sanctions on personal Internet use is not signif-
icant [11]. A study that focuses on two control methods,
namely Internet use policies and electronic monitoring,
shows that both methods can significantly lower employ-
ees’ cyberloafing intentions; specifically, an Internet use
policy is more effective for employees with a high level of
self-esteem than it is for those with a low level of self-
esteem; and similarly, electronic monitoring is more

@ Springer

effective for employees with a high level of job satisfaction
than it is for those with a low level of job satisfaction [72].
Although this stream of research helps us understand
employees’ justifications better, it does not offer any
strategies to avoid potential dysfunctions of cyberloafing
and how management can enhance employee effectiveness
and efficiency in the workplace. Another stream of research
has investigated the antecedents of employees’ cyberloaf-
ing [25, 30, 39, 61, 69]. For example, Khansa et al. [30,
p. 165] found that “the announcement of formal controls
activates the deterring influence of perceived risk on
cyberloafing, but it also has the undesired effect of
simultaneously actuating neutralization.” They also men-
tion that following the announcement of anti-cyberloafing
organizational interventions, “other notable evaluations,
both cognitive (e.g., perceived justice) and emotional (e.g.,
anger), also unexpectedly turned into significant precursors
of cyberloafing intention” [p. 165]. However, the authors
did not demonstrate how perceived fairness of organiza-
tional interventions affects employee loyalty. Taken toge-
ther, the literature has paid little attention to the impact of
organizational strategies and technological controls to
address behaviors related to cyberloafing and employee
loyalty.

The main objectives of this study are to (1) examine how
technological interventions affect employees’ fairness per-
ceptions and affective reactions (e.g., emotions), and (2) to
understand the effects that interventional factors have on
behavioral outcomes such as cyberloafing intention and
loyalty. To achieve these goals, we draw on interactional
justice theory to explain employees’ psychological reactions
to general anti-cyberloafing technological interventions,
including both their cognitive and affective responses. This
allows us to understand the underlying antecedents of
employees’ justice perceptions and eventually predict their
behaviors after the implementation of the technology to
discourage cyberloafing. In addition, drawing on prior lit-
erature, we focus on factors that are rarely mentioned within
the justice framework but that nevertheless play important
roles in behavioral outcomes following after the imple-
mentation of such technology. The literature suggests that
cyberloafing tendencies prior to the implementation of anti-
cyberloafing technological interventions is an important
antecedent of cyberloafing intention after technological
interventions have been put in place [32, 33, 71]; on the
other hand, organizational commitment has been estab-
lished as a major antecedent of organizational loyalty
[14, 59]. Our model extends the justice framework by
including important conditions that are especially relevant
for the discussion of both, cyberloafing and loyalty within
the context of cyberloafing prevention. Overall, this study
presents mechanisms through which a technological inter-
vention influences individuals’ cognitive and affective
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reactions, and demonstrates how such reactions regulate
behaviors after implementing anti-cyberloafing technolog-
ical interventions.

This study contributes to cyberloafing and justice
research in several ways. It is the first attempt to examine
the role of a technological intervention in curbing cyber-
loafing by influencing individuals’ behaviors in the work-
place. In doing so, this study goes beyond merely
identifying the determinants of employees’ cyberloafing by
investigating individuals’ reactions to the introduction of
new privacy-threatening technologies in the workplace.
Second, this study extends justice theories by explaining
how cognitive and affective responses to a technological
intervention interact to form an overall evaluation of the
justice of a cyberloafing-related situation. Third, this study
is meaningful in that it explicitly examines how work
conditions before implementing anti-cyberloafing techno-
logical interventions can set the stage for beliefs, feelings,
and behaviors that are likely to materialize after interven-
tions aiming at curbing cyberloafing are put in place. Much
research has examined individuals’ reactions to various
organizational controls, but research is lacking that
attempts to elucidate how, after the implementation of
technological controls, interactional justice, context, and
employees’ commitment and affective reactions impact
cyberloafing intentions and loyalty. Finally, we offer an
investigation of two contrasting intentions, i.e., cyberloaf-
ing and loyalty, and assess the differential effect of a pri-
vacy-threatening technology on those behaviors. Thus, our
study offers a fairly comprehensive picture of both desir-
able and unexpected consequences of a technological
intervention to curtail cyberloafing.

The remainder of this paper is organized as follows. In
the next section, we develop our hypotheses and the
resulting model. We then present our data and variables,
and measurement model. In the subsequent section, we
report our results. We conclude by discussing the research
insights and contributions of the study, its limitations, and
potential avenues for further research.

2 Theoretical framework and hypotheses

Figure 1 shows a conceptual model that describes the
impact of a technological intervention on individuals’
perceptions and behavior. This model is intended to explain
the extent of employee cyberloafing and loyalty intentions
upon announcement of a formal technological intervention
to thwart cyberloafing. In particular, our focus is on whe-
ther employees feel treated with respect and dignity in their
organization’s attempt to curb cyberloafing, rather than on
issues of compensation. Unlike compensation and its
related processes that are generally straightforward,

feelings about interpersonal treatment are subtle and
complex, and could thus have far-reaching ramifications on
employee morale, productivity, and even retention. Thus, it
is important to assess how implementing technology to
curb cyberloafing could impact employees from an inter-
personal perspective.

Our model consists of three different, yet related,
mechanisms, each of which is represented as a dotted
rectangle in Fig. 1. At the top third of our conceptual
model, an extended version of the theory of planned
behavior (TPB) [1] is depicted. In general, the extended
TPB model posits that future behavior is a function of not
only traditional TPB factors (e.g., attitudes, subjective
norm, and perceived behavioral control) but also past
behavior [71]. In our context, it suggests that cyberloafing
can be explained by TPB factors and past cyberloafing
behavior. Meanwhile, in the bottom third of our conceptual
model, Fig. 1 depicts the relationship between organiza-
tional commitment and employee loyalty. In the manage-
ment literature, organizational commitment is well known
as the major driver of organizational citizenship behavior
including employee loyalty [75]. Consistent with the
management literature, our model indicates that organiza-
tional commitment determines employee loyalty. Finally,
the rectangle in the middle portion of our model shows that
individuals’ psychological responses to an organizational
intervention can be represented as interactional justice,
negative affective emotions, and fairness perceptions
[18, 53]. CNTX in Fig. 1 refers to the way that the man-
agement team chooses to implement the anti-cyberloafing
organizational intervention, i.e., whether they will formally
monitor and punish cyberloafing behavior, or simply rely
on employees’ self-monitoring without formal monitoring
and punishment. Please refer to Table 1 for the theoretical
definitions of our measures.

Our model posits intermechanism relationships by sug-
gesting that past cyberloafing and organizational commit-
ment, along with technological context, determine
individuals’ psychological responses, which, in turn,
influence subsequent cyberloafing and employee loyalty.
Overall, in our model, drawing on the interactional justice
theory, we capture individuals’ psychological responses to
the implementation of a privacy-threatening technological
intervention through using interactional justice, negative
affective reaction (e.g., emotions), and perceived fairness
[14].

2.1 Interactional justice
The justice perspective has been used as a theoretical lens
to understand a myriad of interactions ranging from cus-

tomer-merchant relationships [7, 9, 13, 57] to interfirm
relationships [35], and has been proven especially useful in
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Fig. 1 Research model. Bold paths were hypothesized. N = 552;

"p <0.05, “p <0.01, *p < 0.001. CNTX context, AGE age, GEN

gender, ATT attitudes, SN subjective norm, PBC perceived behavioral

assessing the nature of the interaction between employees
and employers [14]. This is because in the workplace
environment, employee performance, satisfaction, and
subsequent attitudes and behavior have been directly linked
to the degree of justice that employees perceive in the
organizational practices and policies directed at them
[62, 72, 78]. The introduction of organizational policies or
technological interventions to enhance security and pro-
ductivity can influence employee privacy and induce sys-
tem restrictiveness that can negatively impact loyalty [59].
Employees will appraise the equitability of a privacy-
threatening technology through the lens of justice, which is
considered an essential component of any exchange
relationship.

In the context of cyberloafing prevention, the way that
managers utilize technology to curb cyberloafing can
influence employees’ evaluation of the intervention. Cul-
nan and Bies [15] identified three types of justice percep-
tions: distributive, procedural, and interactional.’ Whereas,
distributive justice is related to how fairly compensation is

! Organizational justice research defines three types of justice
perceptions: distributive justice, i.e., the perceived fairness of
outcomes, e.g., pay; procedural justice as the fairness of the
“procedures used to determine one’s outcomes” [18, p. 435], i.e.,
their “consistency, bias suppression, accuracy, correctability, repre-
sentativeness, and ethicality” [18, p. 435]; and interactional justice as
encompassing “various actions displaying social sensitivity, such as
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control, PCL past cyberloafing, OC organizational commitment, 1J
interactional justice, NE negative emotions, PF perceived fairness,
CLI cyberloafing intention, LOYI loyalty intention

distributed among employees, procedural justice is con-
cerned with how compensation is determined [14]. Mean-
while, interactional justice addresses the extent of
trustworthiness, responsiveness, and respectability that
employers exhibit toward employees when they deliver
organizational guidelines [62]. Consider the situation
where employers clearly make their employees aware of
new anti-cyberloafing guidelines through the installation of
surveillance cameras in every office to track every
employee’s working habits and routines. In this scenario,
employers have exhibited sufficient procedural justice
when they have made employees aware of the company’s
guidelines by installing cameras, and have given them
control over how they choose to behave. In this same
scenario, however, employers showed a lack of interac-
tional justice, i.e., “trustworthiness, empathy, and propri-
ety” [62, p. 511] that are the three essential ingredients to
achieve interactional justice. All in all, perceived organi-
zational injustices are often not related to inadequacies in

Footnote 1 continued

when supervisors treat employees with respect and dignity (e.g., lis-
tening to a subordinates’ concerns, providing adequate explanations
for decisions, demonstrating empathy for the other person’s plight)”
[18, p. 435]. It is also widely recognized in organizational justice
research “that a considerable proportion of perceived injustices did
not concern distributional or procedural issues in the narrow sense but
instead referred to the manner in which people were treated inter-
personally during interactions and encounters” [18, p. 435].
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Table 1 Theoretical and operational definitions of main measures and constructs
Construct Theoretical definitions Operational definitions Source
Attitudinal variables (Input variables)
Organizational ~ Organizational commitment refers to the extent of an I am proud to be working for this organization [44]
commitment employee’s involvement and identification with his | 54 that my values and those of the organization are
(00) or her organization very similar
I feel loyal to this organization
I am willing to work harder than I have to in order to
help this organization succeed
Past The extent to which employees have cyberloafed in  On average, how frequently have you used the Internet Newly
cyberloafing the past at work for non-work-related purposes over the past developed
(PCL) month? (1 = less than once a week; 2 = a few times
a week; 3 = about one a day; 4 = a few times a day;
5 = once an hour; 6 = several times an hour)
I frequently use the Internet at work for non-work
related purposes on a typical day
Cognitive and affective variables (Intermediary variables)
Interactional The extent of trustworthiness, responsiveness, and In the scenario described previously, the management [53]
justice (1J) respectability that employers exhibit toward team treats me in a kindly manner
employees when they deliver organizational In the scenario described previously, the management
guidelines team shows concern for my rights as an employee
In the scenario described previously, the management
team behaves in a way that fosters trust on my part
Perceived Employees’ overall perceptions of fairness The management team is fair in this plan. This new [55]
fairness (PF) plan is reasonable. I feel I am treated fairly by the
management team
Negative Evoked feelings of fury, irritation, and anger When you read the previous announcement by the [9, 54]
emotions organization, to what extent did you experience the
(NE) following feelings? (1 = not at all to 7 = to a great
extent)
Furious
Irritated
Angry
Intentional variables
Cyberloafing Employees’ intentions to cyberloaf in the future I predict that I would use the Internet at work for non- [71]
intention work-related purposes
(CLD) I intend to use the Internet at work for non-work-
related purposes
I plan to use the Internet at work for non-work-related
purposes
Loyalty Employees’ intentions to being loyal to their I will defend the organization when outsiders criticize [16, 48]
intention companies in the future it
(LOYI) I will encourage friends and family to utilize the
organization’s products and services
I will stand up to protect the reputation of the
organization
distributive or procedural justice; rather, they have been  regulating, self-monitoring, and self-sanctioning” [45,

attributed to problems in the manner that employees are
treated “interpersonally” [62], i.e., interactional justice.
Organizational policies and controls are the rules,
guidelines, and procedures that employers enforce to
restrict their employees’ IT usage. Self-regulating controls
or technologies, i.e., those that rely on employees’ “self-

p. 85] have been shown to increase employees’ perceptions
of accountability, while simultaneously improving
employees’ perceived autonomy and empowerment [45]
without being invasive or heavy handed [70]; these, in turn,
replenish employees’ perceptions of interactional justice
and encourage them to voluntarily align their self-interests
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with those of their company. Unlike self-regulated con-
trols, formal organizational interventions are those that
monitor employees Internet usage, report Web usage to
management, and suggest employees are likely to be sub-
ject to managerial sanction upon policy violation [70].
These formal controls that give the impression that
employees may not determine their own use of technology
violate norms of self-determination and autonomy that are
fundamental needs for people [16, 25, 37, 45, 60, 70].
Because autonomy is such a key component of people’s
identity and motivation, employees view communications
that threaten to take away their behavioral independence as
contrary to the interpersonal aspects of interactional justice
[14, 59].

Taken together, we believe that giving employees the
autonomy to curb their cyberloafing behavior of their own
volition by exercising self-regulating control, rather than
through implementing formal monitoring, reporting, and
sanctioning using formal organizational controls, instills in
them perceptions of respect, self-worth, and ownership,
and a feeling that management trusts them to do the right
thing. Trustworthiness and respectability were shown to
positively influence people’s perceptions of interactional
justice [62]. We therefore hypothesize the following:

H1 Self-monitoring anti-cyberloafing technologies are
positively associated with interactional justice.

Past behavior has been shown to serve as a reference
point when people employ heuristics in the face of
complex and unexpected situations [32, 33, 69]. In
evaluating the social justice of change, people strongly
rely on easy-to-access reference points to generate plau-
sible alternative outcomes against which the proposed
change can be judged [69]. In particular, recent experi-
ences are useful reference points that can be used to
evaluate new unfolding situations because recent experi-
ences are easy to recall and are thus easier to simulate in
subsequent scenarios and outcomes [32, 33, 69]. When a
firm introduces a privacy-threatening technological
intervention, recent past practices are the most accessible
references against which employees can compare future
outcomes. If employees have recently been able to
cyberloaf, they exhibit disconfirmation when faced with
new anti-cyberloafing measures [52, 69]. Thus, the more
employees have engaged in cyberloafing before their
organization intervenes, the more they will feel singled
out and targeted when the technological intervention is
announced, which in turn negatively influences their
interactional justice perceptions. Such perceptions are
likely to translate into a lower level of interactional
justice. Thus, we expect that:
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H2 Past Cyberloafing will be negatively associated with
interactional justice following the implementation of anti-
cyberloafing technological interventions.

Organizational commitment refers to “the relative
strength of an individual’s identification with and
involvement in a particular organization” [49, p. 226].
Mathews and Shepherd [46] added that committed
employees exhibit a “strong belief in and acceptance of the
organization’s goals and values, show a willingness to
exert considerable effort on behalf of the organization, and
have a strong desire to maintain membership with the
organization” [46, p. 369]. Zangaro [80] similarly
explained that “a person who is committed to an organi-
zation should then be dedicated and have a strong belief in
the organization’s goals and values” [80, p. 14]. Such
organizational commitment has been linked to readiness
for and openness toward change in the workplace [73] and
to organizational support in general [79, 80].

Organizational commitment toward the organization has
been found to increase employees’ acceptance of organi-
zational change [28]. This is because employees’ com-
mitment aligns their interests and goals with those of the
organization, and makes them more supportive of policies
that are put in place in the best interest of the organization.
Herscovitch and Meyer [26] explained that such organi-
zational commitment generates “a force (mind-set) that
binds an individual to a course of action deemed necessary
for the successful implementation of a change initiative”
[26, p. 475].

Following the same thought process, we propose that
committed employees are likely to be more forgiving in
their appraisal of the fairness of the interpersonal treat-
ment, i.e., the interactional justice of the announcement of
the organizational intervention. Let’s assume for the sake
of argument that we have two employees with different
levels of (attitudinal) commitment toward the organization
at the time of the announcement of the formal organiza-
tional intervention. We are proposing that the more com-
mitted employee will perceive higher levels of interactional
justice in the way that the announcement was communi-
cated. Although the announcement is the same for both
employees, the level of interactional justice that the
employees perceive the announcement to have depends on
how committed they are to their organizations. This is akin
to customers’ exhibiting commitment (or loyalty in that
case) toward a brand [51] and being more or less imper-
vious to negative publicity of the brand; that is, at the time
of the announcement of the negative publicity, customers’
commitment (or loyalty in this case) toward the brand will
affect how they internalize the same piece of negative news
and how bad they perceive it.
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All things considered, this suggests that committed
employees are more likely to perceive anti-cyberloafing
technological measures as exhibiting interactional justice,
given that such policies are put in place to protect the
company.

H3 Organizational commitment will be positively asso-
ciated with interactional justice following the implemen-
tation of anti-cyberloafing technological interventions.

2.2 Negative affective reaction

Individuals who feel they haven’t been treated fairly are
likely to experience negative affective reactions, i.e., a
psychological state of anger or distress [52], toward those
who cause the unfavorable situation. Justice research
generally concurs on the view that individuals’ evaluations
of unfavorable situations produce both cognitive and
affective responses [52, 54]. A cognitive response arises
from one’s deliberate calculation of whether the situation
in question is in line with an implicit contract made
between two parties [52, 57]. Meanwhile, affective
responses originate from feelings of anger or distress
concerning the way that someone has been treated by the
other party [52]. According to the literature, interactional
justice starts by a cognitive evaluation that triggers affec-
tive responses; Thus, we expect that lower perceptions of
interactional justice following the implementation of a
privacy-threatening technological intervention will lead to
negative employee affective reactions.

Organizational research into affective responses has
found that employees perceive interactional injustice as
“hot and burning” and tend to be overwhelmed by feelings
of anger as a result of this injustice [68]. Bies [8, p. 90]
wrote that “the intense and personal pain associated with
interactional injustice is experienced as a profound harm to
one’s psyche and identity—that is, one’s sense of self.”
This indicates that interactional injustice is usually taken
very personally and is prone to evoke a much more nega-
tive emotional response compared with the other two
procedural and distributive injustices [72]. Taken together,
we predict that lower perceptions of interactional injustice
ignite negative affective reactions on the part of employees
following the announcement of privacy-threatening tech-
nological measures.

H4 The lower the interactional justice, the higher the
negative affective reactions following the implementation
of anti-cyberloafing technological interventions.

Employees who have engaged in cyberloafing in the past
are likely to be those who see value in cyberloafing. They
might rationalize their cyberloafing a way to get refocused
to better do their jobs. These past cyberloafers have

probably found a way to rationalize cyberloafing as a
legitimate activity, by finding an equitable balance between
what they are getting from cyberloafing (entertainment,
relaxation, completing their chores) and what they were
offering their companies in terms of time and productivity
[40].

Anti-cyberloafing policies and technologies restrict
employees’ nonwork-related activities, and increase
expectations for higher work-related productivity. When
cyberloafers are forced to give up what was once allowed
without any accompanying compensation, they can expe-
rience disconfirmation, induced restrictiveness, and a
feeling of unfairness [21, 68]. Moreover, because man-
agement introduces the new policy, employees will also
consider these negative outcomes the result of managerial
action and outside their immediate control. Negative
results that emanate outside one’s locus of control trigger
negative affective reactions such as anger [9, 52, 57].
Therefore, any policy that seeks to curb cyberloafing will
meet the sufficient criteria for triggering negative affective
reactions especially among past cyberloafers. Thus, the
more an employee has cyberloafed in the past, the greater
the perceived loss and negative affective reactions fol-
lowing an anti-cyberloafing technological intervention.

HS The higher employees’ past cyberloafing, the more
negative affective reactions following the implementation
of anti-cyberloafing technological interventions.

2.3 Perceived fairness

We earlier proposed that individuals’ immediate reactions
to a privacy-threatening technology take both cognitive and
affective forms. In the context of IT use, user satisfaction is
considered a psychological combination of cognitive
evaluations and emotional feelings [34, 52, 54, 72]. In
addition, customer attitudes are often used to characterize
both cognitive beliefs and affective reactions in the context
of customer behavior [7, 57].

Ample studies in the management literature have
reported a significant impact of affect on judgement and
intentions (e.g., [10, 58]). Campbell [10] reported that
“people have affective reactions to many situations, that
they monitor their feelings, and that their subjectively
experienced affect influences higher-level evaluative
judgments of various stimuli” [10, p. 262]. Particularly, the
author showed that emotional reactions to pricing had a
significant effect on perceived price unfairness. Other
research has also demonstrated a significant causal influ-
ence of affect on evaluations and judgement such as fair-
ness. Particularly, Xia et al. [77] showed a causal influence
of emotional reaction on perceptions of fairness. Haidt [23]
even showed that emotions influence perceived
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(un)fairness more than cognitions. Finkel [17] also
observed that unfairness perceptions have been found to
result from “heat and passion, anger, and outrage” [17,
p- 57]. This is because these affective reactions help people
form initial responses to emerging situations and increase
heuristic processing [70]; thus, affective reactions can sway
the overall evaluation of an event one way or another
[52, 57, 69]. Negative affective reactions often unfavorably
bias a person’s overall judgment of the fairness of a new
anti-cyberloafing technological intervention from the get
go [35, 63]. It is thus reasonable to expect that employees’
negative affective reactions, following the implementation
of a privacy-threatening technological intervention, will
negatively influence their overall evaluation of the fairness
of the intervention.

H6 Negative affective reactions following the imple-
mentation of anti-cyberloafing technological interventions
will negatively influence the perceived fairness of such
intervention.

Employees evaluate how fairly they have been treated
by their employers based on their perceptions of interac-
tional justice [14]. Besides their fast emotional responses to
the implementation of a privacy-threatening technological
intervention, employees’ perceptions of interactional jus-
tice serve as an input to the formation of perceived fairness.
Perceptions of interactional justice are not necessarily
identical to judgments of overall fairness, but the former
will certainly have a positive impact on the latter. Hence,
we predict that higher appraisals of interactional justice
will ultimately increase judgments of overall fairness.

H7 The higher the interactional justice at the time of
implementation of anti-cyberloafing technological inter-
ventions the higher the perceived fairness of using this
technology.

Affective reactions moderate the effect of cognitive
factors on overall perceptions. Individuals with negative
affective reactions toward an event have been shown to be
more sensitive to the process that managers use to convey
their new policies [60]. Consequently, employees with
negative affective reactions are more likely to carefully
consider interactional justice in determining overall fair-
ness. With these types of individuals, interactional justice
is an even stronger determinant of the perceived fairness of
their managers’ impositions. In our setting, employees
would use their initial appraisals of interactional justice to
judge the overall fairness of new policies promulgated to
thwart cyberloafing. Hence, we predict that employees who
are emotionally distressed with implementing cyberloafing
technology will be stricter in their systematic appraisals of
interactional justice. As such, we expect that negative
affective reactions will positively moderate the relationship
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between the appraisal of interactional justice and judg-
ments of fairness.

H8 As negative affective reactions increase (decrease),
the relationship between interactional justice and perceived
fairness gets stronger (weaker) following the implementa-
tion of anti-cyberloafing technological interventions.

2.4 Cyberloafing and loyalty

Throughout this paper, we have adopted the extant litera-
ture’s view that cyberloafing is a counterproductive
behavior that distracts employees from the work they are
paid to fulfill at their organization [39—41]. Cyberloafers
have been shown to resort to neutralization techniques to
rationalize their cyberloafing behavior. In particular,
Khansa et al. [30] explain that the “metaphor of the led-
ger” neutralization technique “is often used by cyber-
loafers who argue that they are entitled to “cash in” on
their previously impeccable employee behavior” (p. 145).
The authors add that another neutralization technique, i.e.,
“denial of injury,” “has been found to be especially
espoused by cyberloafers who use it to “downplay” or
“trivialize” the consequences of their cyberloafing that,
according to them, neither consumes time nor harms the
organization.” (p. 145). Further, Khansa et al. [30] found
that neutralization is only activated after the announcement
of anti-cyberloafing interventions, but not before, because
after the announcement “justification is needed to chal-
lenge the organization’s new stance on cyberloafing” (p.
152).

Based on these findings in the literature, we conjecture
that when employees perceive the anti-cyberloafing mea-
sures to be fair, they are likely to downplay the negative
effects of their cyberloafing [39, 61]); their justification
would be that their organization does not believe cyber-
loafing to be detrimental because if it were, the organiza-
tion would have imposed more stringent regulations.
Further, with higher perceptions of fairness, the perceived
risk of punishment is lower, which is likely to be less
effective at reducing cyberloafing, as shown in [30]. The
combination of decreased perceived risk of punishment and
the increased neutralization together are expected to
increase employees’ intentions to cyberloaf in the future.
Taken together, we expect that:

H9 Cyberloafing intention following the implementation
of anti-cyberloafing technological interventions is posi-
tively related with perceived fairness.

Employees’ perceptions of fairness have been shown to
play a critical role in shaping organizational citizenship
behavior such as altruism, courtesy, conscientiousness,
civic virtue, and sportsmanship [14, 59]. The literature
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suggests that when facing unfair organizational measures,
employees tend to counteract the perceived unfairness by
reducing their goodwill without being overwhelmed by
guilt [48]. Thus, if an organizational intervention is not
perceived to be fair, individuals’ loyalty toward their
organization will dwindle. In the context of cyberloafing
prevention, a privacy-threatening technology creates a
sense of injustice that instills reduced employee loyalty
intentions. Accordingly, we expect that perceived fairness
is an important predictor of loyalty after cyberloafing
technology is implemented. Thus,

H10 Perceived fairness is positively related to loyalty
intention following the implementation of anti-cyberloaf-
ing technological interventions.

In addition to the above hypothesized relationships, our
proposed model controls for prior explanations of outcome
factors. First, a prior study has adapted the theory of
planned behavior to suggest that cyberloafing intentions
can be fully explained as a planned behavior that arises
from attitude, subjective norms, and perceived behavioral
control [5]. Thus, our study also includes these three fac-
tors of the theory of planned behavior and controls for their
effect on cyberloafing intentions. It is also well known that
past behavior is a strong predictor of subsequent intention
and behavior [22, 32, 33, 71], and, accordingly, past
cyberloafing is specified to be a determinant of subsequent
cyberloafing. Further, we include organizational commit-
ment in the model as a major driver of organizational cit-
izenship behavior (e.g., loyalty) [14, 59]. Finally, we also
controlled for the effects of the demographic factors of
gender and age on cyberloafing and loyalty intentions.
Although these controlled relationships are not shown in
Fig. 1, they will be estimated and reported in our analysis
below.

3 Method and results
3.1 Data collection

We employed a field experiment in which the character-
istics of field surveys were complemented with hypotheti-
cal scenarios as experimental treatments. Specifically, a
Web-based survey questionnaire was used to assess indi-
viduals’ perceptions about cyberloafing and technology to
monitor and prevent cyberloafing within their organization.
Two different scenarios were prepared to estimate the role
of information security policy contexts in regulating indi-
viduals’ behaviors. In the survey questionnaire, a hypo-
thetical scenario was presented that described a new
organizational initiative to curb cyberloafing. Subjects
were instructed to assume that such a technology was

actually announced at their organization. Overall, we
measured individuals’ perceptions and behavior specific to
their real-life organization while manipulating information
security policy contexts through hypothetical scenarios.
To conduct a survey, we worked with a market research
firm that manages a nationwide online panel. We drew a
sample frame of panel members between the ages of 20 and
65 who had a full-time or part-time job working at an
organization at the time of the survey. We randomly
selected 3000 U.S.-based members from the panel pool.
E-mail invitations, each of which included a link to one of
the two types of Web-based survey questionnaires, were
sent to the potential subjects. They were informed that
statistical analysis would be conducted only at the aggre-
gate level and their personal information would be kept
confidential. We collected a total of 611 responses but
excluded 79 responses that indicated that their organization
already adopted the technology mentioned in the scenario.
As a result, we used 532 complete responses, which rep-
resented a response rate of 17.7%. The average age of
subjects was 44, and 58% were male. To check for non-
response bias, we compared the demographic profiles of
respondents and nonrespondents but did not find any sig-
nificant differences in terms of age and gender (ps = ns).

3.2 Measures and scenarios

We conducted a literature review and identified measure-
ment items in prior research and reworded them to suit the
context of our study. The Appendix contains the specific
items included in this study and Table 1 gives the opera-
tional definitions of the main constructs in the model. Our
survey questionnaire consisted of three parts. Part A was
intended to measure pre-intervention conditions, i.e., past
cyberloafing and organizational commitment, and other
potentially significant variables at the pre-intervention
stage. Specifically, three factors discussed in the theory of
planned behavior, namely: attitudes, subjective norm, and
perceived behavioral control, were used as control vari-
ables. In particular, we used three items adapted from [65]
to measure attitudes toward cyberloafing. The subjective
norm was measured with two items borrowed from [71].
Four items adapted from [66] were used to measure per-
ceived behavioral control. The scale of past cyberloafing,
which included two items, was newly developed. Four
items adapted from [44] were used to measure organiza-
tional commitment.

In Part B of the survey, a hypothetical scenario involved
the implementation of an information security policy
within the individual’s organization. We developed two
scenarios that differed with respect to the specific plans of
the new information security policy. In the first scenario,
respondents were asked to imagine that a weekly report
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would be generated listing the websites the respondents
visited and management would review the report. The
second scenario was almost the same as the first, except
that respondents were told that only they would receive the
report of websites they had visited so that they know the
cyberloafing technology would track their behavior while
at the workplace. The scenarios were developed to address
only interactional justice and exclude other types of justice
(e.g., distributive justice, procedural justice) that are
beyond the scope of our study. The first scenario in which
management would review the report was coded as 1; the
second scenario in which only the employee would review
the report was coded as 2.

The third part of the survey, Part C, was designed to
assess reactions to the policy described in the hypothetical
scenario. The scales included interactional justice, negative
emotions, perceived fairness, cyberloafing intention after
the implementation of cyberloafing technology, and loyalty
intention after implementing this technology. We used
three items adapted from [53] to measure interactional
justice. The three items of negative emotions were adapted
from [9] and [54]. Perceived fairness was measured with
three items that were based on the scale of global fairness
in [55]. The scale of cyberloafing intention consisted of
three items adapted from [71]. We measured loyalty
intention by using three items adapted from [16] and [48].
Finally, we collected demographic information, such as age
and gender, at the end of the survey questionnaire.

3.3 Measurement model

To assess the psychometric properties of the scales, we
conducted a confirmatory factor analysis (CFA) using
LISREL 8 [29]. Several different fit indices were used to
evaluate various aspects of model fit [12, 21, 34]. The
indices used in this were the comparative fit index (CFI),
the nonnormed fit index (NNFI), the root mean square error
of approximation (RMSEA), and the standardized root
mean square residual (SRMR), the goodness-of-fit index
(GFI), and the adjusted goodness of fit (AGFI). A model is
considered acceptable if CFI > 0.95, NNFI > 0.95,
RMSEA < 0.06, SRMR < 0.08; GFI > 090, and
AGFI > 0.80 [7, 21, 27]. Our measurement model inclu-
ded 13 factors with 32 indicators, including three one-item
scales such as context, age, and gender. The results of CFA
indicated that the measurement model fit the data satis-
factorily: x* (389) = 773.02, p < 0.001, CFI = 0.99,
NNFI = 0.99, RMSEA = 0.043, SRMR = 0.031,
GFI = 0.92, AGFI = 0.89.

In addition to fit indices, we also examined the relia-
bility, convergent validity, and discriminant validity of the
scales. Table 2 shows the means, standard deviations,
Cronbach‘s alpha (CA), composite reliability (CR),

@ Springer

average variance extracted (AVE), and correlations of the
measures based on the measurement model. To measure
the reliability of the scales, we used CA, CR and AVE.
Reliability is considered acceptable if CA > 0.70,
CR > 0.70 and AVE > 0.50 [6, 19]. As indicated in
Table 2, the CA, CR and AVE values exceeded the rec-
ommended values by significant amounts (i.e., CA > 0.82,
CRs > 0.84 and AVEs > 0.73). We also checked the
convergent validity of the scales. Convergent validity is
said to be established if a standardized factor loading is
greater than 0.60 [12]. Our examination into the output of
LISREL 8 revealed that the lowest factor loading was 0.82
in the measurement model, which indicates satisfactory
convergent validity of the scale measures. Meanwhile, the
discriminant validity of the scales was examined through a
series of Chi square difference tests for each pair of the
factors [6]. For example, in examining the discriminant
validity between interactional justice and perceived fair-
ness, we compared proposed and alternative measurement
models of the two constructs to confirm that their collective
items are more appropriately modeled by two factors rather
than a single factor. Specifically, we first constructed a
proposed measurement model that allowed the three items
of interactional justice and the three items of perceived
fairness to respectively load upon separate reflective fac-
tors, with a free two-way association between the two
factors. A goodness-of-fit test of this proposed measure-
ment model yielded a Chi square of 30.14 with 8 degrees of
freedom. In contrast, an alternative measurement model
was also constructed wherein the six items of interactional
justice and perceived  fairness combined were only
allowed to load upon a single factor. This alternative model
yielded a Chi square of 477.48 with 9 degrees of freedom.
We tested the discriminability of the proposed versus
alternative model with a Chi square difference test (Chi
square difference of 417.34 with 1 degree of freedom),
which was significant at even 0.1%. Thus, we have evi-
dence to support our proposition that interactional jus-
tice and perceived fairness are  indeed  significantly
different factors. Similarly, we examined and confirmed
the discriminant validity of all pairs of constructs. We also
checked for potential multicollinearity, which is generally
diagnosed by checking predictors for VIF values over 10
[24]. The VIF values for all our exogenous factors were
well short of this threshold for critical multicollinearity.
Overall, with acceptable model fit, reliability, convergent
validity, discriminant validity, and multicollinearity, our
scales were shown to exhibit desirable psychometric
properties.

Because we collected the data from a single survey, the
results of this study may suffer from common method
variance (CMYV). To assess the extent of CMV, we used the
marker-variable technique [42, 43]. In this study, the scale
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Table 2 Properties of measurement scales
ME SD VIF CA CR AVE Correlations
1 2 3

1. CNTX 41.48 10.50 1.16 na na na na
2. AGE 44.20 12.06 131 na na na —0.31"" na
3. GEN 41.42 10.49 1.10 na na na 0.02 0.22"" na
4. ATT 43.47 11.85 5.22 0.93 0.94 0.83 0.09" —0.23""" —0.15™"
5.SN 43.80 11.99 4.19 0.95 0.95 0.90 0.07 —0.16™" —0.07
6. PBC 44.20 11.97 2.50 0.91 0.91 0.77 0.07 —0.15""" —0.05
7. PCL 42.99 11.76 3.49 0.82 0.84 0.73 0.09" —0.29""" —0.08"
8. 0C 45.27 11.44 1.23 0.94 0.94 0.79 0.05 0.01 0.04
9.1 44.25 11.72 4.84 0.93 0.94 0.83 020" —0.13" —0.00
10. NE 42.73 11.76 1.70 0.92 0.93 0.82 —-0.05 —0.11"" —0.13"
11. PF 44.73 11.65 5.47 0.96 0.96 0.88 0.12" —0.08" —0.04
12. CLI 43.28 12.02 na 0.98 0.98 0.94 0.14™ —0.16™" —0.08"
13. LOYI 44.92 11.64 na 0.96 0.96 0.90 0.03 0.02 —0.09"

Correlations

4 5 6 7 8 9 10 11 12 13
1. CNTX
2. AGE
3. GEN
4. ATT 091
5.SN 0.79" 0.95
6. PBC 0.58™" 0.68"" 0.88
7. PCL 0.74™ 0.64™" 0.61°7" 0.85
8. 0C 0.13" 0.19"" 0.22" 0.12™ 0.89
9.1J —0.06 —0.03 0.05 —0.03 0.32" 0.91
10. NE 0.38" 0.25™" 0.14™ 032" —0.16™" —0.41"" 0.91
11. PF —0.16™" —0.08" 0.02 —0.08 0.32" 0.85"" —0.52"" 0.94
12. CLI 0.72""" 0.65"" 0.54™" 0.62"" 0.14™" 0.13" 0.20""" 0.03 0.97
13. LOYI 0.03 0.10° 0.16™" 0.03 0.67"" 0.48"" -0317" 0.50"" 0.20"" 0.95

ME mean, SD standard deviation, CA Cronbach’s alpha, CR composite reliability, AVE average variance extracted; diagonals square root of
AVE. CNTX context, AGE age, GEN gender, ATT attitudes, SN subjective norm, PBC perceived behavioral control, PCL past cyberloafing, OC
organizational commitment, /J interactional justice, NE negative emotions, PF perceived fairness, CLI cyberloafing intention, LOYI loyalty

intention
N =532; " p < 0.05,

" p <0.001

of fantasizing, which refers to the extent to which a person
has a vivid imagination, was chosen as a marker variable
[50]. This marker variable was deemed relatively irrelevant
in the context of information security; accordingly, a cor-
relation between fantasizing and other variables in this
study could imply CMV. According to [42], the conser-
vative estimate of CMYV is inferred from the smallest cor-
relation between the marker variable and other variables.
We reran CFA by including the additional factor of fan-
tasizing and found that the smallest correlation in absolute
terms was close to 0 (r = —0.01, p = ns).2 These results
indicate that CMV, if any, was unlikely to be significant in
the present study. Taken together with the desirable

psychometric properties, our scales were found to be suit-
able for testing the structural model and research
hypotheses.

3.4 Proposed and alternative models
We also used LISREL 8 as a structural equation modeling
(SEM) tool to test the research model and hypotheses [29].

Table 3 and Fig. 2 present the results of the SEM analysis,
which includes standardized path estimates and explained

2 We reassessed a structural model after taking into account CMV
and confirmed that the results of the hypotheses did not change.
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Table 3 Results of structural equation modeling

I NE PF CLI LOYI
oC 033" 0.58""
CNTX 0.19""
PCL -0.09 033" 0.17"
I —0.40"" 0.76"""
NE -0.21""
IJ * NE 0.07""
PF 0137 032"
Demographic controls
AGE 0.04 0.03
GEN 0.01 0.05
Theory of planned behavior controls
ATT 0.46""
SN 0.12°
PBC 0.08

Bold results were hypothesized

CNTX context, AGE age, GEN gender, ATT attitudes, SN subjective
norm, PBC perceived behavioral control, PCL past cyberloafing, OC
organizational commitment, [/ interactional justice, NE negative
emotions, PF perceived fairness, CLI cyberloafing intention, LOYI
loyalty intention

N =532; " p <005 " p <001, p<0.001

variance. First, the results of SEM showed that our model
fit the data reasonably. In particular, the fit indices were
well within the satisfactory ranges [y> (444) = 943.38,
p < 0.001, CFI = 0.99, NNFI = 0.98, RMSEA = 0.046,
SRMR = 0.045, GFI = 0.90, AGFI = 0.88]. We found
that all but one of the relationships specified in the model
were significant at the 0.05 level (two-tailed). Moreover,
our model was found to explain a significant amount of the
variation in the outcome variables. Specifically, the model
explained 57% of the variance in cyberloafing after tech-
nological intervention and 54% of the variance in loyalty
after the technological intervention.

These results strongly suggest that our proposed model
is a realistic representation of reality and a sound basis for
the subsequent tests of research hypotheses. Of our major
TPB control factors (ATT, SN, PBC), only attitudes sig-
nificantly impacted CLI. Subjective norms had a surpris-
ingly weak relationship with CLI, given the sample size of
this study, while PBC was entirely insignificant. The
impact of the demographic controls of age and gender were
also insignificant. The relative lack of significance of our
major controls is another indication of the overall efficacy
of the conceptual model.

3.5 Tests of research hypotheses

In general, the hypotheses proposed in this study received
strong support from the data; nine out of our ten hypotheses

@ Springer

were supported, and even the one exception was marginally
supported. The specific results of the hypotheses are as
follows:

3.5.1 Interactional justice

The first three hypotheses relate to the antecedents of
interactional justice. First, we had proposed that the con-
textual difference would affect interactional justice. Con-
sistent with this hypothesis, interactional justice was found
to change with respect to the context of information
security policy (parameter estimate = 0.19, p < 0.001,
two-tailed; H1 supported). Second, we proposed that
cyberloafing would relate negatively with interactional
justice. As shown in Fig. 2, the impact of past cyberloafing
on interactional justice is significant at the 0.10 level, but
not at the 0.05 level (parameter estimate = —0.09,
p < 0.010, two-tailed). Thus, this hypothesis was margin-
ally supported (H2 marginally supported). Finally, we
predicted that organizational commitment would be posi-
tively associated with interactional justice. Figure 2 shows
that organizational commitment has a strong positive
impact on interactional justice (parameter estimate = 0.33,
p < 0.001, two-tailed; H3 supported).

3.5.2 Negative emotions

Two hypotheses related to the formation of negative
affective reactions. In particular, we argued that cyber-
loafing before implementation of technology to prevent it
would increase negative affective reactions after the
implementation of such technology. The results indicate
that interactional justice and negative affective reactions
are negatively related. Indeed, interactional justice was
found to have a negative impact on negative affective
reactions (parameter estimate = —0.40, p < 0.001, two-
tailed; H4 supported). We also found that the relationship
between past cyberloafing and negative affective reactions
is positive and significant (parameter estimate = 0.33,
p < 0.001, two-tailed), which supports the hypothesis (H5
supported).

3.5.3 Perceived fairness

We previously predicted that negative affective reactions
would reduce the level of perceived fairness. Consistent
with this hypothesis, we found that negative affective
reactions have a negative relationship with perceived
fairness (parameter estimate = —0.21, p < 0.001, two-
tailed; H6 supported). We also hypothesized that perceived
fairness was a function of interactional justice and negative
affective reactions. In particular, our hypothesis suggest
that interactional justice would positively affect perceived
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Fig. 2 Results. Bold paths were hypothesized. N = 552; “p < 0.05,
p <0.01, ""p < 0.001. CNTX context, AGE age, GEN gender, ATT
attitudes, SN subjective norm, PBC perceived behavioral control, PCL

fairness. As indicated in Fig. 2, interactional justice relates
positively with perceived fairness (parameter esti-
mate = 0.76, p < 0.001, two-tailed; H7 supported).
Besides, we proposed that negative affective reactions
would strengthen the relationship between interactional
justice and perceived fairness. Our results show that the
interaction effect between interactional justice and negative
affective reactions on perceived fairness is positive and
significant (parameter estimate = 0.07, p < 0.01, two-
tailed). Thus, this moderation hypothesis is supported (H8
supported).

3.5.4 Cyberloafing intention

We argued earlier that fairness perceptions would posi-
tively affect cyberloafing following the implementation of
the cyberloafing technology. The direct effect of perceived
fairness on cyberloafing after technological intervention is
found to be positive and significant (parameter esti-
mate = 0.13, p < 0.05, two-tailed), which supports our
hypothesis (H9 supported).

3.5.5 Loyalty intention
Finally, we examined the hypothesis predicting that per-

ceived fairness would relate positively to loyalty after
implementing the technology. The results indicate that

past cyberloafing, OC organizational commitment, I/ interactional
justice, NE negative emotions, PF perceived fairness, CLI cyberloaf-
ing intention, LOYI loyalty intention

overall fairness indeed have a positive impact on loyalty
after the implementation of cyberloafing technology (pa-
rameter estimate = 0.32, p < 0.001, two-tailed). Hence,
this final hypothesis is also supported (H10 supported).

4 Discussion

Our goal in this paper was to study the effect that imple-
mentation of new anti-cyberloafing technologies have on
employees’ cyberloafing intentions and loyalty. We pro-
posed a justice-based model that captures how a techno-
logical intervention affects individuals’ psychological
reactions and that relates employees’ past cyberloafing and
organizational commitment, respectively, to their cyber-
loafing and loyalty after technological intervention. Our
findings suggest that cyberloafing technological interven-
tion, although associated with perceptions of unfairness,
can curb cyberloafing albeit at the expense of employee
loyalty. Meanwhile, contrary to prior findings, we find that
fairness perceptions of technological interventions,
although reinforcing employee loyalty, are ineffective at
curbing cyberloafing. These findings are especially
enlightening in that they contradict the intuition that per-
ceived fairness should encourage employees to curb their
misuse of IT out of appreciation for the fairness displayed
by management.
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4.1 Theoretical contributions

In an attempt to understand cyberloafing behavior, prior
research has focused on identifying significant predictors of
such undesirable behavior as low levels of perceived
organizational justice [41], lack of organizational com-
mitment [20], work boredom and lack of involvement
[21, 38], lax organizational culture [20, 64], and peers’
cyberloafing [41, 68, 81]. Unlike these past studies that
focused on the determinants of cyberloafing, our paper is
unique in that it examines how individuals’ cognitive and
emotional reactions to technological interventions deter-
mine their future cyberloafing and loyalty intentions. Our
paper draws upon justice theories to reveal a causal
mechanism through which cognitive and affective com-
ponents interact to eventually form an overall judgment of
the fairness of newly-implemented anti-cyberloafing tech-
nologies. Although interactional justice is already consid-
ered as an important factor in IS research, little is known
about the difference between immediate, specific evalua-
tions (i.e., interactional justice) and an overall evaluation of
the justice surrounding cyberloafing in the workplace. This
study is one of the first to show that interactional justice, as
an immediate and specific evaluation, eventually translates
into a more overarching concept like perceived fairness
regarding the implementation of technology to prevent
cyberloafing.

Additionally, our study reveals new insights into the role
of affective reactions in the context of cyberloafing pre-
vention. Much research on cyberloafing is focused simply
on cognitive judgments without considering the important
role of affective reactions in evaluating technological
interventions that are perceived as privacy-threatening. Our
findings indicate that negative affective reactions not only
determine perceived fairness but also moderate the effect
of interactional justice on perceived fairness. Specifically,
our results reveal that the relationship between specific and
overall judgments can be strengthened as a result of neg-
ative affective reactions, making interactional justice even
more important for perceived fairness. Taken together, our
study pushes the boundary of the justice framework by
clarifying complex relationships between specific justice
perceptions (i.e., interactional justice), affective reactions
(i.e., negative emotions), and a psychological synthesis of
the beliefs and feelings toward a privacy-threatening
technology.

Much research shows that organizational interventions
influence individuals’ behavior within highly experimental
settings. However, experimental studies have limitations in
studying organizational behaviors such as cyberloafing and
loyalty because those behavioral outcomes are largely
shaped by factors such as cyberloafing before the techno-
logical intervention to diminish it, and organizational
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commitment. In this sense, this study contributes to the
literature by showing theoretically and empirically that past
cyberloafing behavior can translate into negative affective
reactions when such technology is implemented. Our
results reveal that employees tend to assess the justice of
organizational changes from the viewpoint of their recent
individual reference points. Past cyberloafers feel that new
cyberloafing technology single them out and specifically
targets them. Thus, for former cyberloafers, a new cyber-
loafing technology stirs an amalgamation of negative
feelings of induced system restrictiveness, and desperation
that can translate into revolt and anger in the workplace,
negatively impacting loyalty and potentially increasing
turnover. We found that organizational commitment posi-
tively affects interactional justice, which suggests that
committed employees are more receptive of new cyber-
loafing policies and more likely to accept such technology.
These findings imply that although organizational mea-
sures are important in changing employees’ perceptions, it
is essential to consider organizational commitment in
assessing how they react to new policies embedded in
technology solutions.

Finally, although some research has suggested that
perceived fairness is critical to aligning the interests of
employees with the success of their firms, other research
has discovered that deterrence and punishment are the only
effective means to correct employees’ misbehavior
[36, 55, 78]. Taken separately, these two results seem
contradictory because punishment carries the stigma of
unfairness [25, 78]. It was found that zero tolerance, pro-
gressive discipline, and appeal processes are related to
higher perceptions of policy fairness while periodic mon-
itoring is related to less cyberloafing [25]. In this paper, we
have consolidated the two streams of research by devel-
oping a justice-based theoretical model that shows the
repercussions of perceived fairness on cognitive and
affective outcomes explaining cyberloafing loyalty after
implementing the technology. Unlike in prior literature in
which perceptions of fairness were shown to be effective in
limiting employees’ deviant behavior, our results show that
such fairness can actually have the unintended conse-
quences of sustaining cyberloafing. Our findings imply that
organizational policies and technological interventions that
create perceptions of unfairness, although decreasing
employee loyalty and thereby increasing the risk of
employee turnover [82], can be effective at curbing
cyberloafing. The perceived risk of not only getting fired
but also, and more importantly, of having to carry the
stigma of being a cyberloafer seems to work as a deterrent
to curb future cyberloafing. As time goes on, employees
who curbed their cyberloafing may readjust their percep-
tions and expectations of fairness, which in turn can boost
their loyalty toward the organization, and hence involving
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and guiding the employees during the implementation of
this technology in the workplace can help alleviate nega-
tive affective reactions. Thus, another major contribution
of this paper lies in revealing this dual nature of perceived
fairness in the context of cyberloafing. On the one hand, a
gentle approach to curbing cyberloafing helps to boost
subjective fairness perceptions and eventually maintain
workers’ loyalty to the organization. On the other hand,
such an approach alone without proper technological
intervention will not be instrumental in addressing the
cyberloafing problem in the organization. Our proposed
model yields a theoretical explanation for paradoxical
phenomena in which the organizational policies that
workers perceive as fair are not necessarily effective in
curbing cyberloafing even though perceived fairness is
conducive to the formation of loyalty.

4.2 Managerial implications

The results of this study can help motivate managers to
view anti-cyberloafing technological interventions as more
than just a statement of expected employee behavior.
Employees’ reaction to a new cyberloafing policy embed-
ded in technology is mediated by a complex set of
appraisals and heuristics. Thus, in crafting a policy, man-
agers must consider both the implications of rational justice
appraisals as well as affective heuristics. But, importantly,
an effective cyberloafing policy must serve as an instru-
ment that transforms the fairness perceptions of employees.

Our results show that after a policy on cyberloafing has
been introduced, the sense of (un)fairness that employees
ultimately feel can influence their future cyberloafing
intentions and loyalty. In this sense, when management
introduces a cyberloafing policy, proper care should be
exercised (e.g., through training, proper change manage-
ment, and organizational communication) to manage fac-
tors such as negative emotions and interactional justice that
influence perceived fairness. Because perceived fairness
comes from processes of cognitive appraisal and affective
heuristic responses, it has equally complex repercussions.
We saw that implementing such policies and technology,
although perceived as unfair, can curb future cyberloafing
but this comes at the cost of adversely affecting loyalty.
Therefore, a cyberloafing policy must be part of a larger
effort that simultaneously seeks to boost long-term
employee commitment and create a dialogue about orga-
nizational engagement.

Nonetheless, the sense of unfairness brought about by
cyberloafing policies can serve as an effective instrument
for short-term gains against cyberloafing. In this respect,
the tone of a policy directly conveys displeasure from
management and sets expectations for future behavior. For
the most chronic offenders, a cyberloafing policy allows

managers to achieve immediate course correction if the
situation warrants it. The antecedents of perceived fairness
also suggest ways in which managers can fine-tune their
policy to achieve their desired results. In particular, if the
goal of managers is to reduce turnover, they could provide
adequate explanations and treat employees fairly to
strengthen their loyalty. However, if cyberloafing behavior
occurs rather frequently and on a continual basis during the
workday and managers feel that it is imperative to quickly
remedy the problem, then they can impose mandatory
measures that would drive employees to quickly curb their
cyberloafing.

Managers should also consider the commitment of their
employees when implementing new anti-cyberloafing
technological measures. Before employees can appraise the
fairness of such measures, they evaluate the interactional
justice associated with the delivery of such measures. The
quality of information content and the quality of interper-
sonal delivery both determine feelings of fairness and
anger. But the complexity of processing a security policy
leaves employees resorting to their prior sense of com-
mitment to appraise the quality of justice [14, 59]. Thus,
even a harsh enforcement of policy and restrictive tech-
nology will have a relatively muted effect on committed
employees. On the other hand, less committed employees
will tend to have an adverse reaction to a cyberloafing
policy, regardless of the policy’s level of enforcement.
Thus, managers might be free to pick the most effective
policy they want, safe in the knowledge that it will serve as
a warning to uncommitted employees and that its relatively
minor disruptive effect on committed employees can be
managed by other means. Employees’ final appraisal of
interactional justice will strongly influence their final per-
ceptions of fairness, although some employees may
respond with anger.

Altogether, managers should craft their anti-cyberloaf-
ing interventions knowing that current employees will
process these instruments through the prism of perceived
fairness. Counterintuitively, a level of perceived unfairness
helps induce changes in behavior and break habitual
cyberloafing. Chronic offenders will have a markedly lar-
ger affective response, but committed and nonoffending
employees will respond relatively less severely to the
enforcement. Nonetheless, we reemphasize that the con-
sequent damage to loyalty must be addressed through a
broader dialogue.

4.3 Limitations and future research directions
Our model investigates the relationships amongst per-
ceived interactional justice, negative emotions, and per-

ceived fairness. Interactional justice and anger predict most
of the variances of perceived fairness, which means they
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are key factors in any investigation of policy. However, the
antecedents of interactional justice and negative emotions
explain less than a third of these two factors. No full
understanding has yet been reached on what triggers the
decision-making process of employees and what factors
influence appraisal and emotion. Thus, although our model
introduces the important pathways linking justice, anger,
and fairness, a story remains to be told about how this
process begins.

Our study also looked at cyberloafing and security
policies with an eye on enforcement. Consequently, we
chose two scenarios of policy enforcement that represent
alternative levels of intrusiveness and control by manage-
ment. Nonetheless, we do not discount other ways of
limiting cyberloafing. For example, management could
choose such extremes as not having a central policy or
having a mandatory technical policy that cuts access to
outside network resources. These other means of limiting
cyberloafing could entail policing by peers [68, 81], tech-
nical staff, or automated means. Absolving management
from the responsibility for enforcement or limiting oppor-
tunities to cyberloaf are also strategies that bear investi-
gation, although they are outside the scope of this study.

Along similar lines, our choice of policy strategies
created large variances in perceived unfairness, which
drove future intentions. Our study simply recognizes that
managerial interventions primarily influence the behavior
of employees because of perceived unfairness. But instead
of introducing an enforcement policy, while beyond the
results of this study, future research should study how
organizations might seek more holistic ways of curbing the
misuse of IT resources by engendering a greater sense of
responsibility and citizenship, and performance metrics
that are outcome-based rather than process based. Hence, if
employees do their job well, the organization will not
worry if the employees cyberloaf periodically to break the
monotony of their work or to learn something that may
have positive long-term implications for their work to
enhance loyalty.

We must also recognize that several methodological
choices made in this study may limit how our results are
interpreted. This study collected cross-sectional data
without eventual outcome behaviors. Thus, we cannot
make a definitive link between policy choices and actual
reductions in cyberloafing, or analyze how the process of
appraisal, emotional response, and fairness evolves over
time. This study is focused on the immediate reaction of
employees to a cyberloafing policy.

The limitations presented above suggest several
promising directions for future research on cognitive
appraisals of cyberloafing policy. We believe that follow-
up studies could look at the possible antecedents of nega-
tive emotions and interactional justice, conduct
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longitudinal studies of employee perceptions, and investi-
gate alternative strategies to limiting or dissuading cyber-
loafing. However, the overall appraisal process uncovered
in this study also suggests fundamentally new areas of
investigation into the psychology of cyberloafing and
security.

We must also gain a better understanding of the con-
trasting perspectives on cyberloafing between management
and employees. Managers employ cyberloafing policies to
achieve productivity gains. But we found that employees
respond to such policies with negative feelings and per-
ceptions of unfairness, which belie a sense of loss. Recently,
researchers have begun to realize that consumers perceive
security measures as loss prevention, not as the securing of
future gains [4, 31, 64]. People with a loss perspective are
much more likely to favor risky options [31]. Consequently,
security experts now suggest that the loss perspective pre-
disposes people to not employ security tools and to avoid
security measures [31, 56, 64]. Although our study suggests
ways in which managers can curb cyberloafing by
employing the inevitable responses of anger and unfairness,
future research must also investigate how to reframe secu-
rity interventions, such as new cyberloafing policies, as
gainful and favorable solutions for employees.

4.4 Conclusions

We developed a model to study cyberloafing and techno-
logical intervention and tested the model using a combi-
nation of field surveys utilizing a set of scenarios. Our
results reveal that, within the context of cyberloafing pre-
vention, past cyberloafing, context, and organizational
commitment are three important considerations that should
be accounted for to accurately assess interactional justice,
negative affective reactions, and perceived fairness; we
found these factors to determine behavioral outcomes.
What is important, and contrary to common belief, is that
organizational measures that engender unfairness percep-
tions in employees are surprisingly capable of effectively
curtailing cyberloafing, albeit at the expense of employee
loyalty. These results, we hope, will help organizations
better craft effective anti-cyberloafing technological inter-
ventions that preserve the loyalty of committed employees
to maintain their talent pool.

Appendix: Measures and scenarios
Part A
Attitudes toward cyberloafing (ATT)

e Using the Internet at work for non-work-related
purposes is a wise idea.
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e [ like the idea of using the Internet at work for non-
work-related purposes.

e Using the Internet at work for non-work-related
purposes is pleasant.

Subjective norm (SN)

e People who influence my behavior think that it is fine
for me to use the Internet at work for non-work-related
purposes occasionally.

e People who are important to me think that it is fine for
me to use the Internet at work for non-work-related
purposes once in a while.

Perceived behavioral control (PBC)

e [ can use the Internet at work for non-work-related
purposes whenever I want.

e It is easy for me to use the Internet at work for non-
work-related purposes.

e [ have control over using the Internet at work for non-
work-related purposes.

Past cyberloafing (PCL)

e On average, how frequently have you used the Internet
at work for non-work-related purposes over the past
month? (1 = less than once a week; 2 = a few times a
week; 3 = about one a day; 4 = a few times a day;
5 = once an hour; 6 = several times an hour).

e | frequently use the Internet at work for non-work
related purposes on a typical day.

Organizational commitment (OC)

e [ am proud to be working for this organization.

e [ find that my values and those of the organization are
very similar.

e [ feel loyal to this organization.

e [ am willing to work harder than I have to in order to
help this organization succeed.

Part B

Scenarios (CNTX)

Your management team announces that a new infor-
mation system will be implemented to keep track of your
use of the Internet in the organization (e.g., emails, social
networking services, online news, software downloads, and
financial transactions).

e They indicate that the new system will generate a
weekly report on the websites you visited, and the
management team will review the report. [CNTX = 1]

e They indicate that the new system will generate a
weekly report on the websites you visited, but the
report will be sent to you only. The report will NOT be
sent to anyone else. [CNTX = 2].

Interactional justice (1J)

e In the scenario described previously, the management
team treats me in a kindly manner.

e In the scenario described previously, the management
team shows concern for my rights as an employee.

e In the scenario described previously, the management
team behaves in a way that fosters trust on my part.

Negative emotions (NE)

When you read the previous announcement by the
organization, to what extent did you experience the fol-
lowing feelings? (1 = not at all to 7 = to a great extent).

e Furious
Irritated

Angry

Perceived fairness (PF)

The management team is fair in this plan.
This new plan is reasonable.
I feel I am treated fairly by the management team.

Cyberloafing intention (CLI)

e I predict that I would use the Internet at work for non-
work-related purposes.

e Tintend to use the Internet at work for non-work-related
purposes.

e [ plan to use the Internet at work for non-work-related
purposes.

Loyalty intention (LOYI)

e | will defend the organization when outsiders criticize
it.

e I will encourage friends and family to utilize the
organization’s products and services.

e [ will stand up to protect the reputation of the
organization.

Part C
Control variables

e Age: (Years old)
e Gender: (1 = male; 2 = female)

Note: * Unless otherwise indicated, the anchors for all
items were 1 = strongly disagree to 7 = strongly agree.
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